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INTERNAL SECURITY
Internal Security is defined as the security of a country within its borders. It implies maintenance of Peace, Law &
order, and upholding Sovereignty of the country within its territory.



TERRORISM- ‘Terrorism is a complex and contested issue, as are the associated labels of extremism,
violent extremism and radicalisation’
EXTREMISM- ‘Violent extremist ideologies have found fertile ground in fragile communities characterised
by little access to development’.

Internal security situation in the country can broadly be categorized as under:





Terrorism in the hinterland of the country.
Cross-Border terrorism in Jammu & Kashmir.
Insurgency in the North Eastern States.
Left Wing Extremism in India.

LEFT WING EXTREMISM (NAXALISM) IN INDIA




ORIGIN : The term ‘Naxal’ derives its name from the village Naxalbari of district Darjeeling in West
Bengal, where the movement originated in 1967 under the leadership of Charu Majumdar and Kanu
Sanyal.
It refers to the use of violence to destabilize the state through various communist guerrilla groups.
Naxalites are extreme left radical communists who follow the Political Ideology of Chinese revolutionary
leader- Mao Zedong.

Different Phases of LWE
1) The Naxalbari Phase (1967- 1972): Radical Communist leaders like Charu Majumdar, Jangal Santhal and
Kanu Sanyal who were able to motivate and mobilise the landless peasants to forcibly occupy the land
belonging to the landlords whom they called “class enemies”.
A new party called Communist Party of India (Marxist-Leninist) i.e. the CPI (ML), on April 22, 1969. The
party was to follow the Maoist line to achieve revolution.
2) Post-CharuPhase: Early 1970s-2004 : CPI (ML) disintegrated into innumerable groups and subgroups
3) Emergence of the CPI (Maoist): 2004-Present : The Maoist insurgency doctrine, legitimises the use of
violence to overwhelm the existing socio-economic and political structure.
Based on this ideology, People’s Liberation Guerrilla Army was created as an armed wing of the
Communist Party of India – Maoists (CPI-M).
DATA: Over the decades since, the LWE movement is assessed to have impacted 40 percent of India’s
territory and 35% of its population.
In 2016, according to the Ministry of Home Affairs (MHA), 106 districts in 10 states of Andhra Pradesh,
Telangana, Bihar, Chhattisgarh, Jharkhand, Madhya Pradesh, Maharashtra, Odisha, Uttar Pradesh and
West Bengal, were intensely affected by the LWE movement( RED CORRIDOR).
Objective of LWE in India
1. From their ideology, it appears that naxalites are fighting for the rights of the poor and want to establish
a people’s government, but the facts are quite contrary. Social uplifting of the downtrodden is not their
real aim, rather it is political power.
2. They study the local problems and issues and use them as fodder to foster their end game which is clearly
the seizure of power through violent means.
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3. Maoists have vested interest in keeping poverty alive because it enables them to expand their territory.
They don’t allow district administration to do any development work like building roads, improving
electricity and water supply in these areas etc.
CURRENTUrban naxalism is also posing threat. It is an old Maoists strategy to focus on urban centres for leadership,
organise masses, build a united front and engage in military tasks such as providing personnel, material and
infrastructure.
In 2004, a CPI (Maoist) document titled ‘Urban Perspective: Our Work in Urban Areas’ elaborated on Urban
naxalism strategy: with a major focus on gaining leadership and expertise from urban areas, it emphasized
on mobilizing industrial workers and urban poor, establishing front organizations, building ‘tactical united
fronts’ of likeminded organizations including the students, middle class employees, intellectuals, women,
dalits and religious minorities and engaging in military tasks such as providing personnel, technologies,
material and infrastructure along with infiltration of police.

Causes for Spread of Left Extremism
1)Land Related Factors
• Evasion of land ceiling laws.
• Existence of special land tenures (enjoying exemptions under ceiling laws).
• Encroachment and occupation of Government and Community lands (even the water- bodies) by
powerful sections of society.
• Lack of title to public land cultivated by the landless poor.
• Poor implementation of laws prohibiting transfer of tribal land to non-tribals in the Fifth Schedule
areas.
• Non-regularisation of traditional land rights.
2)Displacement and Forced Evictions
• Eviction from lands traditionally used by tribals.
• Displacements caused by irrigation and power projects without adequate arrangements for
rehabilitation.
• Large scale land acquisition for ‘public purposes’ without appropriate compensation or
rehabilitation.
DATA : Arundhati Roy, a Naxalite sympathiser said that the tribal forestlands should be called a “MoUist
Corridor” instead of the “Maoist Corridor” as the people of these tribal forest lands have been wrestling with
“memorandum of Understanding” (MoUs) of the mining companies.
The sociologist Walter Fernandes estimates that about 40% of all those displaced by government projects are
of tribal origin
3)Livelihood Related Causes - Poverty, unemployment and lack of education continue to be portrayed
as fundamental drivers of extremism
• Lack of food security – corruption in the Public Distribution System (which are often nonfunctional).
• Disruption of traditional occupations and lack of alternative work opportunities.
• Deprivation of traditional rights in common property resources.
{Forest Protection Act of 1980 Although the legislation was an attempt to protect country’s natural
resources from exploitation, the law essentially outlawed the existence of many tribal villages, People
who earned their livelihood through access to forest resources in a sustainable manner suddenly found
themselves outside the law.
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It was only in 2008 that amendment to forest rights act recognised the tribals’ rights over forest land and
forest produce but animosity towards the government had already grown substantially exacerbated by
the lack of basic development support to tribal villages.}
4)Social Exclusion
• Denial of dignity.
• Continued practice, in some areas, of untouchability in various forms.
• Poor implementation of special laws on prevention of atrocities, protection of civil rights and
abolition of bonded labour etc.
5)Governance Related Factors : Developmental Deficit and economic inequality
• Corruption and poor provision/non-provision of essential public services including primary health
care and education.
• Incompetent, ill trained and poorly motivated public personnel who are mostly absent from their
place of posting.
• Misuse of powers by the police and violations of the norms of law.
• Perversion of electoral politics and unsatisfactory working of local government institutions.
{DATA : The districts that comprise the red corridor are among the poorest in the country. A key
characteristic of this region is non diversified economic activity solely dependent on primary sector. The
region has significant natural resources, including mineral, forestry and potential hydroelectric generation
capacity E.g. Chhattisgarh, Andhra Pradesh, Odisha, and Jharkhand account for approximately 85% of
India’s coal resources. Exploitation of the natural resources for the economic progress of the country,
ironically, has led to displacement and deprivation of the tribals, further leading to a feeling of
alienation.}
6)Geographical factors: The terrain in these areas is suitable for guerrilla tactics
Factors that Sustain the Movement
1) An Appealing Ideology
One constant feature of Naxal ideology has been that at all times it visualises and propagates that
imperialism is heading towards total collapse. This belief is the driving force of the movement.
2) Funding Sources
To finance their activities, the Naxalites “accept contributions” in the form of “taxes and levies,” loot
government treasuries and banks and also extort vast amounts from businesses, industries, political
leaders, government officials, rich landlords etc.
3) Continuous Availability of Recruits
The extremists have been able to ensure both financial and social security to the youth in the deprived
regions of the country. Lack of employment -Apart from economic security, it gives them a sense of
empowerment and dignity.
4) Lack of an Adequately Assessed and Coordinated Response from the Government

The Government’s strategy to address Left Wing Extremism (LWE)
1. Ban on CPI Maoist, along with all its formations and front organizations under the Unlawful Activities
(Prevention) Act, 1967. CPI(Maoist) has been declared as a terrorist organization under UAPA.
2. Assistance to LWE States:
Central Government closely monitors the situation and coordinates and supplements their efforts in
several ways to deal with the LWE problem. These include:
o providing Central Armed Police Forces (CAPFs) and Commando Battalions for Resolute Action
(CoBRA),

4

Telegram : RaghukulCS
o
o
o

YouTube : RaghukulCS

Website : upsccurrent.com

sanction of India Reserve(IR) Battalions
setting up of Counter Insurgency and Anti Terrorism (CIAT) schools;
modernization & up gradation of the State Police and their Intelligence apparatus etc

Assistance is also provided by the central government under the following schemes:
o 1)Security Related Expenditure Scheme (SRE)- under this scheme, Government of India
reimburses security related expenditures of states.
o 2) Special Infrastructure Scheme (SIS)-for setting up residential infrastructures, weaponry,
vehicles, vocational training infrastructure etc. in LWE hit areas (Red Corridor)
o Central Scheme for assistance to civilian victims/family of victims of terrorist, communal and
naxal violence.
3) Better inter-state coordination by way of frequent meetings and interaction between the bordering districts
of LWE affected states.
4) Media plan: potent instrument in creating awareness among the target population about the socio-economic
developmental schemes of the Government and their rights & entitlements.
5) A Surrender and Rehabilitation Policy for LWE cadre surrenderees
6) Roshini Scheme (Ministry of Rural Development): It is a skill development scheme for rural and tribal
population, in worst affected districts. It emphasizes on special efforts to proactively cover the particularly
vulnerable tribal groups (PVTGs) on a priority basis. Job related training is given related to tailoring, construction,
mobile repairing, nursing etc
7) Ensuring Rights and entitlements of local communities/ forest dwellers Implementation of Scheduled Tribes
and other Traditional Forest Dwellers (Recognition of Rights) Act, 2006
8) Panchayat (Extension to Scheduled Areas) Act, 1996: The main rationale behind the Act is to preserve the
tribal population from exploitation with an active involvement of the Gram Sabha.
9) SAMADHAN Doctrine to deal with LWE In May 2017, the Union Home Minister came up with a new doctrine
to deal with menace of the Left Wing Extremism (LWE). He noted that 12000 citizens of our country have lost
their lives in Violent activities of the Left Wing Extremists, out of which 2700 were Jawans of the Security Forces.
Home Minister propose a strategy encompassed in the word ‘SAMADHAN' which means
• S- Smart Leadership
• A- Aggressive Strategy
• M- Motivation and Training
• A- Actionable Intelligence
• D- Dashboard Based KPIs (Key Performance Indicators) and KRAs (Key Result Areas)
Technology

• H- Harnessing

• A- Action plan for each Theatre
• N- No access to Financing

Important Schemes for LWE Affected States
5) 1)LWE Mobile Tower Project: To improve mobile connectivity in the LWE areas
6) 2) Scheme of Fortified Police stations: The Ministry has sanctioned 400 police stations in 10 LWE
affected States
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4) Civic Action Programme (CAP): This scheme is under implementation from 2010-11 in LWE affected
areas.
5) GIS Mapping: LWE Division initiated a new proposal of GIS mapping of the essential services in the 35
most affected LWE districts
6) Unified Command to plan counter LWE: A Unified Command has been set up in the States of
Chhattisgarh, Jharkhand, Odisha and West Bengal
7) ‘Clear, hold and develop’ strategy: it uses development as a tool to win back the support of the tribal
population, who overwhelmingly appear to sympathize with the extremists
8) Skill Development in LWE affected areas( PMKVY)
WHAT MORE NEEDS TO BE DONE?
India’s military approach has failed- not been successful and development approach too has been critiqued for
being too romanticised and unreal for implementation.
There is an obvious need for a policy rethink and clarity of approach if the challenge is to be met- • Socio- Political
consensus on the kind of approach it wishes to pursue against the extremists.
•

A permanent institutional mechanism -to thrash out emerging differences between the Centre and the
States.
• Augmenting the capacities of the police as the primary force against Maoist violence will be key to
neutralizing the firepower of the extremists.
 While development is a useful tool against Maoist extremism, it is imperative that
flow of
resources into the extremist affected areas.
• Development must operate along with the security forces. Resumption of administrative activity should
immediately follow the clearing of an area by the forces.
• official approach be based on an effective policy of communication that not just brandishes the
extremists as essentially bad, but is also honest about its own honourable intentions.
• Holding elections for institutions of local self-government in the affected areas followed by the
strengthening of these institutions with additional financial and decision-making powers is a necessity.
• Success of security force operations need to be based on the concept of just war that strives to do the
maximum to avoid collateral damage.
 Scocio-political-economical-ethical-behavioural-religious-ideological multidimensional strategy to gain
confidence
FEW SUCCESS STORIES IN FIGHT AGAINST NAXALISM
1) SANDESH(BIHAR)- Sandesh block in Bihar seen gradual elimination of naxalites. Most important factor
proved instrumental was Panchayat Elections in Bihar. Social pressure forced many naxalites to switch
over farming and positive economic activity and shed off their association with naxal outfits.
2) AASADWAR PROJECT In JEHANABAD(BIHAR) – 5 naxalite affexted panchayats are witnessing progressive
development activities like construction of roads, drains, schools, anganwadi etc.
3) Andhra Pradesh GREYHOUNDS MODEL- greyhounds naxal fighting force along with infrastructure
development and effective surrender and Rehabilitation policy.
4) INCLUDES_ culture of police leadership, incentives to police for good work, knowledge of local terrain,
grassroot involvement in operations,local intelligence
5) 4)OPERATION ANACONDA IN JHARKHAND 2011- to weed out maoist
6) 5)”LON VARRATU( COME BACK HOME) project in Chattisgarh 2020- appealing Naxals to surrender,
keeping yearly targets
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{CURRENT - Christchurch Call To Action - INTERNATIONAL EFFORT




It outlines collective, voluntary commitments from governments and online service providers intended
to address the issue of violent extremist content online and to prevent abuse of the internet, while
maintaining international human right laws.
Under the Call, the Governments have committed to:
o Counter drivers of terrorism and violent extremism by strengthening resilience and inclusiveness of
societies.
o Ensure effective enforcement of laws.
o Encourage media outlets to apply ethical standards when depicting terrorist events online}

Q) LEFT WING EXTREMISM IS SHOWING A DOWNWARD TREND, BUT STILL AFFECTS MANY PARTS OF COUNTRY.
BREIEFLY EXPLAIN GOVERNMENT’S APPROACH TO COUNTER CHALLENGES POSED BY LWE. – 2018 UPSC
INTRO- MIN. HOME AFFAIRS REPORT- TOTAL AREA AFFECTED BY NAXALISM HAS SHUNTED TO 90 DISTRICS FROM
165 DIST., AREA SHRINK BY 40%
BODY- HOLISTIC STRATEGY OF DEVELOPMENT AND DEFENCE- SAMADHAN STATEGY- ABOVE MENTIONED POINTS


Reasons for decline in violence
o greater presence of security forces across the LWE affected States.
o loss of cadres/leaders on account of arrests, surrender and desertions.
o Rehabilitation program of government o better monitoring of development schemes in affected
areas
o insurgency fatigue among the Maoist cadres.
o shortage of funds, arms and ammunitions.
However, the LWE are targeting new States and are trying to carve out the base at the tri-junction of
Karnataka, Kerala and Tamil Nadu.

Q) What are the developmental and institutional provisions by the government for conflict management in
left-wing extremist areas? Suggest steps for capacity building towards conflict resolution to complement the
same.
Naxalism or Left Wing Extremism (LWE) continues to be the gravest of the internal security challenges facing
India. The growing severity of their tactical counter offensive campaign which includes attacks, massacres and
targeted killings of security forces and high profile individuals, is primarily responsible for the rise in incidences
of violence.
In order to counter the grave security threat, the government of India has been taking various institutional,
developmental as well as capacity building steps.
Institutional Measures:






A Police Modernization Scheme – fortified police stations
Mine Protected Vehicles (MPV)-RaIDex- Explosion detective devices etc.
Central Para Military Forces have been deployed
to strengthen the security network in the states, had set-up the Indian Reserve (IR) battalions. These
forces along with providing additional security provide youth with employment opportunities.
Establishment of special security forces like Greyhound and COBRA
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Developmental Measures:


Integrated Action Plan (IAP)was formulated as an additional central assistance scheme on 100% under
which the funds were to be placed at the disposal of district level committee which will have flexibility
to spend the amount for development schemes
A special scheme to address the development of 33 (expanded now) LWE affected districts. • Saranda
Action Plan: It is a rural livelihood development plan for naxal hit areas of under developed regions
(Saranda is in West Singhbhum District, Jharkhand) launched by the Government of India in 2011.
The government started the Backward Districts initiative in 2003-2004 and the Backward Regions Grant
Fund (BRGF) where worst affected areas.





Steps for Capacity Building in security arena:
1. Revising the sanctioned strength of police stations and filling the vacancies that exist. Strengthening the
manpower.
2. Building the basic infrastructure on a priority -improvement of police infrastructure, intelligence and military
capabilities along with the formation of specialized forces.
3. Many states are adopting the capacity building program based on the reverse application of the
revolutionary field tactics used by Maoists, which has been successfully used by the Greyhounds in Andhra
Pradesh. For example, while surprise, secrecy and speed have been the driving tactics for the Maoists, the
greyhounds in Andhra Pradesh have used a reversal of the same strategy that has proved to be triumphant
for the state.
To prevent the spread of Naxalism, the best strategic response would be to work with civil society actors to
counter the Naxal narrative and ideology. This requires a fundamental re-conceptualization of the strategy to
counter Naxalism. State response must be recalibrated to privilege the use of “brain force” over “battalion force”.
A consensus needs to be arrived at that can serve as a force-multiplier for the security forces.

Q)While extreme inequalities are a major source of tension, the developmental deficits in the country are too
great to allow developmental interventions to play any defining role in the resolution of existing conflicts
within a reasonable time frame. Analyse with respect to the government’s approach in tackling left wing
extremism in India.
Answer:
All the regions in which the Naxal, the Maoist and the left wing movement took hold are ones with alarming
levels of poverty and inequality. Many of these inequalities have also been a result of the trajectory of the postindependence development that we have followed.
a) Unequal development under five year plan
b) Alienation of Forest Land
c) Policies of agrarian development
d) Policies of Industrial development
The Inequality in the form of class inequality, regional inequalities, caste inequality and agrarian and economic
exploitations at the hands of the landed class and money lenders manifested itself in the form of unrest against
the landowners, petty bourgeoisie, the beneficiaries of this development and the state that failed to address the
injustices.
Now with the growth of the left wing extremism in these regions of development deficit, the steps that are
require to cure this developmental deficit are further facing major hurdles as mentioned below:
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1. Lack of Infrastructure
2. Skilled Human Resource Deficit
3. Inaccessibility of government schemes in these remote regions: Absence of government machineries and
parallel government running in these regions hinder state sponsored development to reach these
regions.

Government’s approach in tackling left wing extremism in these regions
The government approach to this problem has been to deal with left wing Extremism as a security problem
first and clear all the hurdles from developing these areas, so that the discontent fuelling the extremism can be
addressed. These include measures like:
Law and Order approach
Police Modernization Scheme in areas affected by Naxal movements. Under this scheme huge sums of money
have been provided to the state governments by the central government to modernize their equipment and
tactical gear including latest communication, vehicles and infrastructure facility. States have also been told to
determine police stations and outposts that are susceptible to Naxal attacks and have to be fortified.
Social Integration approach
The government started the Backward Districts initiative in 2003-2004 and the Backward Regions Grant Fund
(BRGF) under which 55 of the worst affected areas in 9 states were to be provided with funds to the tune of Rs.
2475 crores to tackle the problem of Naxalism.
Rehabilitative Approach





Rehabilitation and Resettlement Policy, 2007. The main aim of this act is to minimize the displacement
of people and to promote non-displacing or least displacing alternatives.
Forest Rights Act, 2006, The Ministry of Environment and Forests has also allowed use of 1 hectare of
land for non-forest purposes and conversion of kutcha roads into pukka roads
Approach of Developing Grassroots Democracy
Panchayats (Extension to Scheduled Areas) Act, 1996 or PESA enable Gram Sabhas to self-govern their
natural resources

NORTH EAST INSURGENCY
IMPORTANCE OF NE
The Northeast region of India comprises eight states – the Himalayan state of Sikkim and the contiguous seven
Sister States (Arunachal Pradesh, Assam, Manipur, Meghalaya, Mizoram, Nagaland, and Tripura).
North East India is connected to the Indian mainland by a small corridor – Siliguri Corridor (also known as Chicken
Neck – with a narrow width of only 27 kilometers.)
Strategic Importance of the region: About 99% of the 6387 km border of this Region is international border along
Bangladesh, Myanmar, China and Bhutan. It makes up close to 40% of India’s land borders with its neighbours. It
thus has an extraordinarily important international strategic dimension and is a vital part of the nation’s defense
architecture.
Bridge to South East Asia: The region is a bridgehead between India and the vibrant economies of Southeast Asia,
including southern China.
Economic Significance: North East is endowed with huge natural resources (dense forests, oil, coal, mineral
resources) which can be harnessed for nation development.

9

Telegram : RaghukulCS






YouTube : RaghukulCS

Website : upsccurrent.com

The North-East covers 8% of country’s landmass and has 4% of National population.
Almost 68 % of the total north east population lives in the state of Assam.
North-East Region is culturally and ethnically diverse having more than 200 ethnic groups which have
distinct languages, dialects and socio-cultural identities.
This region is predominantly rural with over 84% of the population living in the rural Areas.
The terrain is mostly hilly in all the north-eastern states except Assam.

Difference between insurgency, terrorism, militancy and extremism






Militancy is a condition which experiences the use of violence, being combative or predisposed to fight.
Militants can include any individual or group which takes to violence. This need not only include
terrorists and insurgents, but also religious groups which take to violence to further their beliefs.
Extremism is a state wherein a person or an organization holds extreme political or religious views. If
one were to compare these terms, an extremist may not necessarily be committing a crime under the
law. A number of groups, political and religious, fall under this category, for instance, the separatists in
Kashmir and Maoist supporters.
Insurgency: An organized armed struggle by a section of the population against the state, usually with
foreign support. Possible causes of an insurgency including ideological, ethnic or linguistic differences, or
politico-socio-economic reasons and/or fundamentalism and extremism. An insurgency may have within
its fold both militant groups supporting it as also extremists who propagate its ideology. But, insurgents
are our own citizens, whereas terrorists may not always be our own citizens.

Factors responsible for insurgency in the Northeast

















Lack of development and basic amenities coupled with corruption and diversion of funds, often to the
coffers of insurgents e.g. siphoning of food-grains meant for the public distribution system, a large
proportion of which falls in the hands of the militants Unemployment problem in the region stands as a
major cause for sustained insurgency.
Feeling of alienation and deprivation among the tribal population
Demography: In spite of several political permutations and combinations, the political boundaries in
most cases do not coincide with the existing social boundaries. It has led to the demands of various
ethnic categories for recognition of their distinctive identity.
Porosity of the border with Myanmar due to difficult terrain
Change in demographic pattern due to infiltration from across the border
Disconnect with the other parts of India and fellow Indians
Widespread corruption among the ruling elite
Lack of visionary leadership among the tribal communities
Easy availability of arms and ammunition
Political support from various factions
Instability in Neighbours- Myanmar, Bangladesh
Factional in-Fighting among the insurgent groups.
Military reasons – AFSPA (Armed Forces Special Power Act).
External support – China and Myanmar

Reasons for cross border insurgency
1) Safe Havens: The shelter and support that the Indian insurgent groups receive from across the
border have been one of the most important factors which has helped them in sustaining their
rebellion.
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2)

Economic support: The Golden Triangle (comprising Myanmar, Laos and Thailand) has provided
an economic boom for the insurgent groups to sustain themselves.
3) Availability of weapons: Easy availability of small arms in neighboring countries like Bangladesh
and Myanmar has been another factor behind the sustenance of insurgency in the region.
4) Ethnic affinity: Many ethnic groups in the region, especially in the areas bordering the
international boundaries, have more in common with the population living across the boundary
than with their own nationals.
Challenges and concerns:
 The linkage with organized crime The biggest challenge to the North East is extortion carried out by
various insurgent groups.
 Other sources of their funding include arms and drugs smuggling.
 Maoist Consolidation in North East: The Maoist rebellion in Northeast India is at present in its ‘latent
phase’ which involves mobilization of the masses, political awakening, visiting villages, engaging in small
struggles on local issues, picking up students’ issues, fighting corruption, short–listing shelter and arms
dumps and identification of local militant elements.
 Spread of Islamist Militancy: Northeast India, shares an 1880 km long porous border with Bangladesh, a
country that is a hotbed of Islamist militancy. Though radical Islam has not yet seeped into the Muslim
population in the region, the arrests of twelve persons in Assam during November‐December 2014 with
links with the Islamist terror outfit Jamaat‐ul‐Mujahideen Bangladesh (JMB) shows that radicalization
of a section of Muslim population has begun in the region.
 Trans-national linkages- India’s Northeast is one of South Asia’s hottest trouble spots
The impact of insurgency on economy:
o Connectivity: The gateway to the North Eastern Region is the chicken’s neck of Siliguri area in North
Bengal and all flows to and from the Region on the surface routes have to pass through this neck and
the Brahmaputra Valley of Assam, Guwahati being the grand nodal point. Therefore, any disturbance in
the Brahmaputra Valley and/or its adjoining hills brings the activities in the whole of the Region to a
stand-still position.
o Infrastructure: The subversive activities of the insurgents’ damage rail tracks, cause accidents leading to
loss of life and property, create terror among the travelers and throw the entire system out of gear.
 Similarly, vehicles in the State and National highways are often attacked, passengers and transport
workers are killed or wounded and sometimes abducted for ransom; and goods are looted.
o Industry including petroleum and tea: As the articulated economic grievance hovers around the idea of
so called regional colonialism based on the alleged drain of rich resources of the region, any violent
political movement makes petroleum and tea as its target.
o Environment: insurgents damage forests by taking shelter there and on the other, anti-insurgency
operations also lead to denudation of forests.
o Development of the interior areas - The insurgency has aggravated the problem to such an extent that
development workers of both the Government and NGOs are utterly discouraged from going to the hilly
and rural areas as they face constant extortion and threats of abduction or death. The insurgents by
breeding a cult of hatred against the supposed or real outsiders are blocking all inflows of resources,
ideas, expertise and initiative to the societies of the North East
Reasons for the Existence of the Armed Ethnic Groups





Political motivation- According to Mao Tse Tung, the promise of mobilizing for revolution will exist in any
country where the formal administrative structures fail to meet its basic obligations of providing the
minimum standard of life to its citizens
The Availability of Arms- violent means for political ends
Popular Support Base- popular support base for purposes of funding, base areas, recruitment, food
supply and intelligence networks
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The geography and terrain of a particular place is critical for the continuation of insurgent movements
External Support- 2010 RAND study on insurgencies indicates that without external support and available
sanctuaries, no internal insurgency can thrive over a period of 10 years.

AFSPA- Armed Forces Special Powers Act And Controversy





Armed Forces (Special Powers) Act (AFSPA), 1958 is an act of the Parliament of India that grant special
powers to the Indian Armed Forces the power to maintain public order in “disturbed areas”. According to
The Disturbed Areas (Special Courts) Act, 1976 once declared ‘disturbed’, the area has to maintain status
quo for a minimum of 3 months.
If reasonable suspicion exists, the army can also arrest a person without a warrant; enter or search a
premises without a warrant; and ban the possession of firearms.
Presently AFSPA is enforced in the 5 states of North East (parts of Arunachal, Assam, Manipur, Mizoram
& Nagaland) and J&K.

Rationale behind imposition of AFSPA
1) Effective functioning: It is essential for the armed forces to function effectively in insurgency and
militancy affected areas.
2) Security of nation: Provisions of this act have played a crucial role in maintaining law and order in
disturbed areas. Thus, protecting sovereignty and security of the nation.
3) Protection of member of armed forces: It is crucial to empower members of armed forces who
constantly face threat to their lives at the hands of insurgents and militants. Its withdrawal would result
in poor morale.
4) Extra-ordinary powers are also necessary as the armed forces face asymmetric warfare involving raids,
ambushes, mines and explosive devices, sabotage etc.
Why controversial1) AFSPA gives powers to the army, state and central police forces to shoot to kill, search houses and
destroy any property that is “likely” to be used by insurgents in areas declared as “disturbed” by the
home ministry.
2) AFSPA is invoked when a case of militancy or insurgency takes place and the territorial integrity of India is
at risk.
3) Security forces can “arrest a person without warrant”, who has committed or even “about to commit a
cognizable offence” even based on “reasonable suspicion”.
4) AFSPA also used to provide security forces with legal immunity for their actions in disturbed areas.
5) While the armed forces and the government justify its need in order to combat militancy and
insurgency, the Act has been associated with several human rights violations including fake
encounters, rape, torture, abduction etc

Supreme court judgement regarding AFSPA
On 8 July 2016, in a landmark ruling, The Supreme Court of India ended the immunity of the armed forces
from prosecution under AFSPA, saying, in an 85-page judgement, "It does not matter whether the victim
was a common person or a militant or a terrorist, nor does it matter whether the aggressor was a
common person or the state. The law is the same for both and is equally applicable to both... This is
the requirement of a democracy and the requirement of preservation of the rule of law and the
preservation of individual liberties."
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Controversy on the application of AFSPA









Act provides the security personnel with absolute powers without being accounted for. This leads to
various atrocities and human rights violation by the security agencies.
AFSPA violates the Universal Declaration of Human Rights (UDHR). The International Covenant on Civil
and Political Rights (ICCPR), and the Convention against Torture. (India is a signatory, but it has not
ratified it).
BP Jeevan Reddy Committee examined it in relation to the Northeast in 2005, and the Veerappa Moily
report of the Second Administrative Reforms Commission of 2007, recommended that the Act be
repealed.
The reports of the Justice Verma Committee (2013) and the Justice Hegde Commission (2013) supported
need to address the abuses committed under the AFSPA and end the effective impunity enjoyed by
security forces.
Supreme Court appointed Hegde Commission (2013) also said that the AFSPA was widely abused by
security forces in Manipur- described it as a “symbol of oppression”.

Government Initiatives Towards North East Insurgency
1) AFSPA- The Act enable certain special powers to be conferred upon members of the armed forces in
disturbed areas in the State of Arunachal Pradesh, Assam, Manipur, Meghalaya, Mizoram, Nagaland and
Tripura. This act has been very controversial because, like any other anti-terrorist law, it prima facie
violates certain liberties and basic rights of the citizens as it is applicable without any accountability.
2) This Act has been facing a lot of resistance from various Human Rights groups due to the provision of
sweeping powers and immunity to the army in these “conflictridden” or “disturbed” areas. Irom
Sharmila, a public activist, has refused to eat or drink since November 2000 demanding the repeal of
AFSPA
3) Peace Process with States - enter into dialogue with any group, which is willing to abjure the path of
violence and place its demand within the framework of the Constitution of India.
4) Scheme for Surrender-cum-Rehabilitation of militants in North East
5) Reimbursement of Security Related Expenditure (SRE) -The Central Government has been implementing
a Non-Plan scheme for reimbursement of Security Related Expenditure (SRE) for the States seriously
affected by militancy/insurgency. The scheme is being implemented in all States of the region except
Mizoram and Sikkim.
6) Civic Action Programme in the North Eastern States
7) In order to take the local populace in confidence and boost the image of armed forces among the
common people, Army and Central Armed Police Forces conduct Civic Action Programme. Under this
Programme, various welfare/developmental activities are undertaken.
8) Advertisement and Publicity- to highlight the activities being undertaken by the Government for peace in
the region and also with a view to convey that “Peace pays”.
9) Helicopter Services in North Eastern States -At present, the helicopter services are in operation in the
States of Arunachal Pradesh, Sikkim, Meghalaya, Nagaland and Tripura with subsidy from Ministry of
Home Affairs.
{Joint Training and operations: Exercises like “Hand in hand” with China, “Operation Sampriti” between India
and Bangladesh etc. can help to combat terrorism.
o ‘Operation All Clear’ by Bhutan was a landmark operation which was conducted against Assam separatist
insurgent groups in the southern regions of Bhutan}
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Alternative Conflict Resolution- It is a way to resolve the conflicts through informal groups. Recommended
composition of alternative conflict resolution committee or forum is as under:•
•
•

Members of all ethnic groups (those who are moderate in their outlook and not hawks), social scientists,
individuals trusted by all ethnic groups, religious leaders, academicians and social workers.
A separate group of woman of similar composition.
There could be sub-committees at the local level to establish communication and to initiate Confidence
Building Measures (CBM).

Communication --- Communication----- Negotiation
Prevention of Misuse of Media to Fuel Division.
{ CURRENT : The armies of India and Myanmar carried out a coordinated operation named Operation Sunrise 2
in their respective border areas, targeting several militant groups operating in Manipur, Nagaland and Assam.




The armies coordinated with each other to bust camps of militant outfits, including the Kamtapur
Liberation Organisation, the National Socialist Council of Nagaland (Khaplang), the United Liberation
Front of Assam (I) and the National Democratic Front of Boroland.
The first phase of “Operation Sunrise” was conducted in February 2019 along the IndoMyanmar border,
during which a number of camps of north-east-based militant groups were busted. }

Recent Initiatives by the Government for development of the NorthEast
1. From Look East Policy (LEP) to Act East Policy(AEP):
Develop relations of India as a whole with ASEAN & East Asia -Development of North East India that
makes it a viable gate way for the rest of India to ASEAN & East Asia( Economic stability in region)
2. The Kaladan Multi Modal Transit project: The project will connect Sittwe Port in Myanmar to the IndiaMyanmar border via roadway. It will provide alternative cost effective shortcut to landlocked north
eastern states. Once operational, it will provide an alternate access route to India’s north east region and
contribute towards the regional economic development and reduce pressure on the Siliguri Corridor.
3. The India-Myanmar-Thailand trilateral highway- Ministry of External Affairs (MEA) is planning to extend
the proposed IndiaMyanmar-Thailand highway to the CLMV (Cambodia, Lao, Myanmar and Vietnam)
countries in the second phase. This will then give India direct access to the South-East and East Asian
markets.
4. Development of Moreh (Manipur) as a smart city: Manipur is the most critical state in India’s
connectivity to Myanmar and South East Asia. 99% of overland formal trade goes through Moreh.
5. North East in Hydrocarbon Vision 2030 aims to double oil and gas output in the next 15 years
6. North East Rural Livelihood Project It is being implemented in 2 districts in each of 4 North Eastern
States of Mizoram, Nagaland, Sikkim and Tripura. The objective is to create sustainable community
institutions around women Self Help Groups (SHG), Community development groups (CDG) and the
youth of the select districts.
7. Integrated Railway Networks to connect with all capital cities of North East states
MEASURES CAN BE TAKEN TO MAINTAIN STABILITY IN NORTH EAST
1. Implement 6TH SCHEDULE with Greater Autonomy in Region - Decentralization with alertness: Meeting
the political aspirations of groups by giving them autonomy.
2. Developmental approach – improve infrastructure, connectivity, health and education access, etc
3. Improving Governance and delivery mechanisms of the government and administration
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4. Frequent peace talks with different ethenic groups, increase participation of local communities in
development activities
5. Coordinating operations with the neighboring countries and use of force only when needed- IF Necessary
to carry out anti insurgent exercises.
6. 2nd ARC report recommends while dealing with‘law and order aspects’ of insurgency and violence in the
region, much greater reliance needs to be placed on the local police than Armed Forces of the Union so
that, there is a strong case for minimising their use for operational purposes in a region which still
continues to harbour a sense of alienation.
7. Intelligence sharing, investigation- by the co operation with centre and states
8. Civil-military relations are a critical ingredient for a successful political strategy to counter insurgencies in
areas like the North East. Better civil-military relations in states like Mizoram ensured that a twenty year
old Mizo insurgency (1961-1986) was rooted out through joint civilmilitary strategies like the grouping of
villages, which had relocated nearly 80 per cent of Mizoram’s population to 102 new villages known as
‘protected and progressive’ villages.
9. Use of Advance technology, Artificial intelligence, drone technology to secure and strict vigilliance of
borders of these states with respect to neibhouring countries.
10. Need to promote fraternity, integrity and sense of oneness among the people of these various ethinicity
inorder to maintain internal security.
11. A recognition that the security and territorial integrity of India in the North East can be best fortified by
the combined economic strength of the States in the North East and their economic integration with
ASEAN , BIMSTEC and East Asia.

Recommendations to solve North East India Problems
Insurgency
Thorough background check of all insurgents groups should be carried out before the central government
enters into any Ceasefire or Suspension of Operations Agreements with the insurgents.
Political
1) Political solutions to the Assam problem should be discussed openly as widely as possible to avoid
backlash from the tribal and the minority population of the state.
2) A system of work permit should be issued so that the illegal Bangladeshi migrants do not end up as
Indian citizens.
3) The Autonomous District Councils should be empowered.
4) Governance should be improved in a step by step manner. Strict supervision by senior officials should
be initiated to improve the delivery system of the government.
Development
1) The Ministry of the Development of the North East region (DoNER) be merged with the North East
Council (NEC) for better strategic planning and coordination of various developmental projects in the
region.
2) Focus of the Ministry f DoNER and NEC should be on investment in mega-projects which will make big
difference to the development of the region.
3) Institutional capacities in the North east should be developed urgently.
4) Pragmatic land use policy should be formulated for attracting industries in the region. Micro, small and
medium enterprises should be encouraged.
5) Local tourism should be promoted. Tourists residing in the eight North Eastern states should be
encouraged to travel within the region.

15

Telegram : RaghukulCS

YouTube : RaghukulCS

Website : upsccurrent.com

6) Niche tourism or high end tourism should be encouraged. Medical and higher education tourism should
be encouraged.
7) The North east should become a single economic unit without disturbing the political boundaries of the
states. No internal traffic barriers in the region. Exclusive five year plan for the North east focusing on
development of infrastructure.
Look East Policy
1) Greater awareness about the Look East Policy and its benefits to the North East should be generated
among he policymakers and the intelligentsia of the region.
2) Ties with Myanmar should be deepened by exploiting Myanmar’s anxieties about China as well as
existing deep civilization and spiritual ties.
3) The North East region must be included in the India-ASEAN Vision for trade and cooperation.
Development Plan for the North East should factor India-ASEAN strategic cooperation.
4) Integrated and bottoms up approaches are required for integration of the North east in the Look East
Policy. The North East should formulate plans as to how it can engage with the ASEAN. Better
coordination of efforts by all the Northeastern states should be ensured.
5) Visa offices of Bangladesh and Myanmar should be located in the North East.
6) Centres/Departments for the studies of neighbouring countries like Myanmar, Bangladesh, Tibet,
Bhutan and Nepal in Universities should be set up in universities to understand India’s neighbours
better.

CONTEMPERORY ISSUES IN NORTHEAST
1) Illegal immigration into India from Bangladesh: The anti-India operations have been largely possible because
of the presence of an Overwhelming illegal immigrant
Bangladeshi population in the northeast. The first wave of refugee influx in the region occurred after the
partition of the subcontinent in 1947. There has been a large flow of refugees and undocumented migrants
from East Pakistan The Centre in an affidavit in Supreme Court, said there were between 1.2 to 1.8 crore
illegal migrants from Bangladesh in India. Due to ethnic, linguistic, cultural, physical and social similarities,
the Bangladeshi nationals tend to merge easily with the local population making it impracticable to identify
them. However, steps to identify these illegal migrants were being taken under Foreigners Act, 1946 and
under Illegal Migrants Determination by Tribunal Act 1983 of Assam and recent NPR,NCR and Citizenship
amd. act2019 are some steps in this direction.
2) India- Myanmar issues







3)

Myanmar Factor India and Myanmar share unfenced border of 1643 km adjoining the North-Eastern
States of Arunachal Pradesh, Nagaland, Manipur and Mizoram and permit a Free Movement Regime up
to 16 km across the border.
The border runs along the hilly and inhospitable terrain which grossly lacks the basic infrastructure and
provides adequate cover to the illegal activities of various Indian insurgents Groups.
Many northeastern insurgent groups, like the Nagas, the Mizos and the Meiteis, had bases in Burma
(Myanmar). Also Myanmarese rebel groups developed nexus with northeast Indian Insurgent Groups
like NSCN and ULFA.
India and Myanmar have agreed to check movement of militants across the border. India- Myanmar
joint operation code named Operation Golden Bird' in 1995 was very successful and dealt a heavy
blow to ULFA. In order to check the problem of infiltration, smuggling and illegal activities in the IndoMyanmar border area, the Government of India has initiated work to fence some sensitive portions.

Bhutan-INDIA : Due to India’s porous borders with Bhutan, the militant groups from Assam have very often
sought refuge in Bhutanese territory and operated from there, hence tends to instability in region.
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The Government of India has approved the construction of 313 km of border roads along the Indo-Bhutan
border for patrolling by the forces.
4) Nepal Border : India and Nepal share an open border. Pakistan's ISI uses this route effectively to create
instability in India, including In the North East. India is steadily improving its capability to monitor the border
areas.
9) Pakistan led instability- the role played by the ISI has been dominant. After the establishment of the Naga
National Council in 1946, Pakistan (East Pakistan) not only gave material support with weapons and training
in guerrilla warfare but also attempted to internationalize the issue.
Large scale illegal migration from Bangladesh into India in the border areas of Assam and West Bengal
allowed Pakistan to set up terrorist and fake currency operations there.
Rohingya Refugee Crisis – India’s Concerns
The legal status of Rohingyas
 The Myanmar government never allowed a citizenship status to Rohingyas. Hence the majority of them
do not have any legal documentations, making them stateless.
 Until recently, they have been able to register as temporary residents with identification cards known as
white cards which began issuing in the 1990s.
 These cards gave some basic rights to Rohingyas such as the right to vote. But they were never
recognized as a proof of citizenship.
 These cards get cancelled in 2015 which effectively put an end to their right to vote.
 In 2014, UN held a census, which was the first in Myanmar in 30 years. Initially, the Muslim minority were
allowed to register as Rohingya. But after Buddhist threatened to boycott the census, the government
issued a statement that Rohingyas can register only if they are identified as Bengalis.
 The UN Response
 In August 2016 UN established a nine-person commission led by former UN Secretary – general Kofi
Annan to discuss the options to propose a solution.
 The committee submitted its final report to the Myanmar Government on Augst 23, 2017.
 The committee’s final report included recommendations to reduce communal tension and support muchneeded development efforts in the impoverished state.
India’s response towards Rohingya Refugees




Since India is not a signatory to the United Nations Convention on Refugees, refugee status granted by
the United Nations High Commissioner for Refugees (UNHCR) to the Rohingya was irrelevant to their
deportation.
According to the Government of India, there are no refugee camps established for either Bangladeshis or
Rohingyas in India and there were only schemes of assistance for Tibetan and Sri Lankan refugees.

How the refugee crisis affects India’s interests and values






India holds a strong history of welcoming refugees from Srilanka, Tibet, Afghanistan, Pakistan,
Bangladesh and still they enjoy the freedom and rights here. The Rohingyas are now the most genocided
community in recent past in South Asia, they are stateless and no place got to go.
16500 Rohingya refugees in India holds United Nations High Commissioner for Refugees (UNHCR)’s
identity card and India consider it as irrelevant, and as far as they are illegal immigrants to India, they will
be subjected to deport.
The refugees have to face the same situations like in the past if India sends them back, which will
question India’s policies in the global front. It considered as will rather die in India than return to
Myanmar for Rohingyans.
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Adding to this, recently an insurgent group – Haraquah Al-Yaqin formed in Saudi Arabia commanded by
Rohingyas on the ground with tactical training and guerrilla operation skills. India had a history of Lankan
refugee issue which eventually ended up in the Assassination of Rajiv Gandhi.
Along with security issue, it may lead to political, governance and economic problems in the country.

What is the Gorkhaland Issue?







Gorkhaland consists of Nepali-speaking people of Darjeeling, Kalimpong, Kurseong and other hilly
districts of West-Bengal. The people belonging to these areas have ethical, cultural and language
differences with the Bengali community of West-Bengal.
The demand of Darjeeling as a separate administrative region dates back to 1907. But, the term
“Gorkhaland” was coined recently, in the 1980s, by Subhash Ghising, the founder of Gorkha National
Liberation Front (GNLF).
The Gorkhaland Movement is a movement mainly focused in the Darjeeling Hills of West Bengal, which
demands the creation of a separate state of Gorkhaland.
The area covers Duars and Terai region of West Bengal. And is famous for its tea and beauty, which are
the main sources of its income.

Why is there a demand for separate statehood for Gorkhaland?





The main reason for the separate Gorkhaland movement is due to the differences in ethnicity, culture
and language.
The people of Nepali-Indian Gorkha ethnic origin on the Northern part of West Bengal demands a state
on basis of their cultural identity, which is very different from Bengali culture.
In addition to an identity crisis, there is also an issue of poverty, under-development and politicisation of
the issue.
According to Rajat Ganguli (author of ‘Poverty, Malgovernance and Ethnopolitical Mobilization: Gorkha
Nationalism and the Gorkhaland Agitation in India’). It was a failure of governance combined with
politicisation that bred the Gorkhaland issue. He cites the historical trend, especially post-independence,
where the issue erupts only when it’s pampered by political aspirations.

Why Gorkhaland Movement Matters?






It is one of the oldest movement in India (began in 1907)
What happens in Gorkhaland will affect India-Nepal relations too. How India treats the problems of the
Nepali people of hill origin in Darjeeling will affect how Nepal deals with the people of Indian origin in
Nepal, i.e. Madhesi in Terai.
Gorkhaland has a strategic location, it’s vicinity to the chicken neck that connects rest of India with North
East. Its stability is must for India’s strategic and economic interests of the nation.
Darjeeling is a tea and tourist hot-spot with a high level of poverty. It needs and has potential to become
the economic engine of the East with a sustainable economic model. But such things will be possible only
if there is stability in the region.

CURRENT AFFAIRS


BODO PEACE ACCORD- The 3rd Bodo Peace Accord as tripartite agreement between the Centre, Assam
Government and the banned Assam-based insurgent group National Democratic Front of Bodoland
(NDFB) was signed on 27th January 2020, for bringing a lasting peace in Bodo-dominated areas in Assam



PACT TO END BRU REFUGEE CRISIS - A four-party agreement among the Centre, Mizoram government,
Tripura government, and leaders of Bru community was signed to end the 23-year old Bru-Reang refugee
crisis. demanded more political autonomy for Mizoram’s Brus and a Bru Autonomous District Council
(ADC) under the Sixth Schedule of constitution.
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KUKI- NAGA MILITANTS SIGN PACT
Why in news? - Recently, for the first time, the Naga National Political Groups (NNPGs) and Kuki
National Organisation (KNO) have signed a joint declaration to work together, as they used to separately
negotiate political settlements with the Union of India.



INDO BANGLADESH BORDER
Why in news? According to the data provided by government, detected infiltration through the IndiaBangladesh border has dropped by over 60% since 2015 and deportation of illegal Bangladeshi
immigrants has also dropped by over 63%.

KASHMIR REGION ISSUES
Kashmir region has experienced insurgency and separatist tendencies since India’s independence. Constant
interference by Pakistan’s ISI, Communal conflict, dissatisfied youth, economic issues are some of major issues.
Examples
1. Use of social media for false rumours to instigate youth to lead violent mobs
2. Stone pelting on security forces by radicalised and incited youth
3. Armed militants mixing with stone-pelting mobs and addressing rallies
4. Militants using cover of “agitating mobs” ring at security forces and lobbing grenades, provoking
security forces to retaliate
5. Attacks/threats on government officers, political representatives and policemen
6. The challenge of radicalization of youth.
Issues
1. The country has withstood the worst period of militancy in Kashmir, but, given the fraught situation that
currently exists.
2. Kashmiris are not sufficiently empowered; even a political representation at the Centre is missing. This
leaves no space even for ordinary people to communicate with the leadership.
3. Jammu & Kashmir may have had a superficial image of a coherent geo-political identity, but the state
was anything but homogeneous. The internal political contradiction within the state was well known but
the constitutional hurdles of 370 had become an alibi for non-action.
4. Economically, too, a development pathway, for example, to revive the traditional trade routes of
Kashmir could propel a change. Initiatives have to support Kashmir’s development aspirations and
reduce vulnerability, especially tackling inequalities induced by decades of mismanagement and
corruption.
5. Besides, none of the three regions are monolithic in their ethnic, religious, linguistic and political
composition. There have been inter- and intra-regional tensions along multiple faults.
6. Mishandling of the Kashmir Issue by the successive Central governments of India – which includes
frequent dismissal of State Assemblies.
7. The state governments of Kashmir failed to distribute the benefits of growth and development to every
area of Kashmir.
8. The terrorist and military outfits in Pakistan have been distancing the youth of Kashmir from the
democratic form of the Indian government.
9. The regular presence of the Indian Armed Force or CAPF in the Kashmir interiors, and the misuse of
provisions like AFSPA.
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10. Even while militancy was in decline and a free and fair electoral system in place since 2002, the
governance deficit remained large. Economic growth in the state almost consistently lagged behind the
national growth figures.
11. Widespread unemployment and lack of new job avenues
12. Disintegration of traditional handicrafts
13. Poor industrial setup
14. Declining tourism due to terror attacks
15. Poor education and health system, allegations of penetration of radical Islam in the majorly Su Islam
region, wounds of 1980’s insurgency and indoctrination of youth by radical leaders has further
contributed to their despair.
16. Fear and mistrust are central to this conflict. Fear of people belonging to another religion having a
different value system that threatens one’s own, as well as fear concerning the loss of control or the loss
of power.
17. Pakistan incites the sentiments of Kahmiri people especially youth, carries on cross-border infiltration to
spread the unrest and uses terrorism as a diplomatic tool to worsen the situation.
ANSWER WRITING
With reduced levels of violent incidents and overall death tolls, the security situation in the Northeast India has
indubitably improved. Critically evaluate if the Northeast India is poised for “Lasting Peace”. (250 words)
Structure of the answer:
Introduction
Start by explaining the importance of NER in general. Talk about the security challenges that North East India has
been facing since Independence.
Body
 Discuss how there has been reduction in the security incidents.
 During the past few years, violence levels in the Northeast have reduced with many insurgent groups
either entering into ceasefire agreements with the government or signing peace accords and
subsequently disbanding themselves.
 This trend of insurgent groups abjuring violence and participating in peace parleys was witnessed last
year as well when the National Socialist Council of Nagalim – Khango (NSCN-Khango) re-entered into a
ceasefire agreement with the Union government and participated in the Naga peace talks.
 Similarly, the National Liberation Front of Twipra – Subir Debbarma (NLFT-SD) too agreed last year to
renounce violence and enter the national mainstream.
 Also discuss however there are challenges in preserving the peace in North East.
 Indeterminate Peace Talks
 Indulgence in Criminal Activities
 Poor Implementation of Ceasefire Agreements
 Active Insurgent Groups in Myanmar
 Anti-CAA Agitation
 Provide measures to ensure the peace in North East.
Conclusion
Conclude with what needs be done to ensure long lasting peace in the North East India.
OR
Reasons for decline in violence in last few years
1) Cutting off external support:
Earlier the insurgents groups used to take refuge in countries adjoining the NorthEast states. The insurgents
cannot survive and cannot function effectively until and unless they use the Bangladesh or Myanmar territories
and also get their supplies of weapons and ammunition from there. Improved security relationship with
Myanmar and Bangladesh have cut off these supports.
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2) Engagement in talks:
A lot of insurgent groups were engaged in talks due to which the violent incidents declined over the last few
years. For example Naga talks were going on from 1997 however in 2015 actual terms of agreement were
negotiated and signed between the National Socialist Council of Nagaland-Isak-Muivah (NSCN-IM) and the Union
government.
3) Fatigue Factor:
 The fatigue of continuous engagement of insurgents in conflicts has been building for years and thus the
moments lost its intensity gradually. Local population got fed up with the violence going on for years and
the popularity of the leaders of insurgent groups also declined with time.
 There is a difference in the approach of the state and moment in dealing with the conflict. Because it has
a prolonged life, successive governments changed and the representatives even the soldiers would
change on the front.
 However, for the moment to sustain there is need that an individual leader should continuously motivate
and lead it. These movements lost their leadership and very often splintered in faction over differences.
4) Disagreements among insurgent groups:
Government forces and its intelligence units have been able to play one group against the other and dismantle
the unity of insurgent groups. Splintered groups are comparatively small groups and don't have so much revenue
and resources and hence have no other option other than coming to the negotiation table.

Way Forward
1) Enhancing Connectivity: Comprehensive geographical connectivity is key to the development of NorthEast
states. For this transit arrangement to connect to Indian mainland through Bangladesh and India–Myanmar–
Thailand Trilateral highway should be completed.
This highway is expected to boost trade and commerce in the ASEAN–India Free Trade Area, as well as with the
rest of Southeast Asia.
2) Continuing vigilance: India should not lower its guard thinking insurgency has ended it should continue to be
vigilant. There have been instances where violent acts have been committed after a very long gap by new formed
groups.
The centre and the state government should identify all the groups small and big and deal with them so that the
insurgency doesn't sprung up again.
3) Addressing people's aspirations: The conflict in NorthEast is the physical manifestation of the aspiration of
people. Thus there is a need to address the aspirations of the people by establishing continuous dialogues with
them.
The success of peace agreements should be evaluated more on socio-economic outcomes than in terms of
military outcome.
4)Ending corrupt nexus: Identifying stakeholders and addressing their issues is needed to permanently resolve
the issues. Election results in NorthEast have often been determined by which groups the political parties pay
their allegiance to.
Thus the vicious cycle of corruption involving the state legislature and these underground groups should be
ended.
5)Forward looking policy: A structured counterinsurgency policy is needed in which all the factors should be
considered by the government by consulting all the stakeholders to comprehensively deal with such insurgency in
future.
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6)Greater integration: A sense of belongingness should be encouraged among the local population and a sense
of pride should be inculcated in them for their contributions made to India such as the Kohima war during Indian
freedom struggle.
Q) THE NORTH-EASTERN REGION OF INDIA HAS BEEN INFESTEDWITH INSURGENCY FOR A VERYLONG TIME.
ANALLYZE THE MAJOR REASONS FOR THE SURVIVAL OF ARMED INSURGENCY IN THIS REGION .- (UPSC 2017)
INTRO- north east region ethenic reorganisation of states on line of tribal and religious identities
BODY- demands of tribal communities- influence of insurgent groups –role of refugee- ideological motivationracial/ religious discrimination-lack of development,employment,connectivity- prolonged use of AFSPA actfailure of governance-shaky role of central government- external factors
Conclusion-government initiatives and peace talks.
Q) Although insurgency groups are present in both Kashmir and the North-east, their nature and model of
sustenance are entirely different. Analyse. Also, compare the linkages between organised crime and terrorism
in both these areas.
Insurgency is a violent rebellion against a constituted authority, where those taking part are not recognised as
belligerents. The parameters to differentiate the nature of insurgencies roll back to their originating factors and
the targets desired.
Differences in models of sustenance can be gauged by
(i)
(ii)
(iii)

structures which support them, such as external state and non-state assistance,
sympathy of locals, mostly through propaganda,
access to sound financial resources.
Both J&K and North-east India have witnessed insurgency during larger part in post-independence
period; however, there are certain differences in its nature and model of sustenance.

Difference in Nature
•
•
•

•

While conflicts in North-east have their origin in distinct tribal identities, the one in Kashmir is based on
religious identity.
Perceived alienation from the mainland has been an important factor in case of north-east, but there is
no such element in Kashmir.
Conflicts in North-east range from insurgency for secession (in Nagaland) to insurgency for autonomy
(Karbi-Anglong), from ‘sponsored terrorism’ (ULFA, NDFB) to ethnic clashes (Meities v/s Nagas) and to
conflicts generated as a result of continuous inflow of migrants from across the border as well as from
other states. Conflict in Kashmir, on the other hand, is instigated and sponsored from across the border,
with an overt demand for independence and a tacit understanding for uniting with Pakistan.
Guerrilla tactics are an important element in case of north-east militants. In Kashmir, however, the
attacks are more overt with an intention to keep alive the separatist cause by flaring up anti-India
sentiments.

Difference in model of sustenance
•

•

With extremely weak governance structures in the north-eastern states (Nagaland and Manipur in
particular), the insurgents mostly run parallel governments through extortion, kidnappings and keeping
people under constant fear. In Kashmir, the governance structures are better established and insurgents
have to regularly play victims of the state in order to win some support.
External state, i.e. Pakistan is heavily involved in sponsoring of terrorist activities in the valley directly
through ISI and indirectly through jihadist terror outfits. While many groups in north-east receive support
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from external states, their role has been limited and the major source for finance is trafficking, smuggling
and extortions. Comparison of linkages between Organised Crime (OC) and Terrorism in J&K and NE:
In India, linkages between OC and terrorism exist both at national and transnational level.

In North east:
•

•

The organised crime network and the militants are virtually inseparable. Apart from kidnappings and
extortions as criminal sources of finance, much of the government funds and food supplies are also
siphoned-off due to mal-governance. Government servants are often threatened or bribed to award
contracts to individuals patronised by the militants. These are clear examples of linkage between OC and
terrorism.
These activities are, however, not sufficient to finance their nefarious acts. This is where transnational
linkages through drugs and arms syndicates come into play. Insurgent groups mobilize funds by becoming
couriers of drugs, arms and human beings. Moreh in Manipur and Chittagong hill tract on IndiaBangladesh-Myanmar border are crucial transit points of the Golden Triangle. Initially the international
crime syndicates (ICS) had their own network; however, with these routes being taken over by various
insurgent groups in the NE, the ICS have started using these groups as couriers rather than bribing them.

In Kashmir:
•

•

•

•

There is minimal reliance on funds from extortion and other means. There are no parallel government
structures and the government resources do not easily reach the terrorists, even if they may be lost due
to corruption.
However, external funds compensate more than enough for lack of internal mobilisation. Funds
mobilised in Pakistan and Gulf countries, mostly in name of religious or philanthropic activities reach
Kashmir through Hawala (money laundering) route.
Besides, it is also believed that funds from drug trade in the Golden Crescent finance terrorist activities in
Kashmir. Counterfeit currency, estimated to be Rs 300 Cr annually, mostly emerging in Pakistan is
another major linkage between OC and terrorism, terrorists being the couriers and part beneficiaries.
When ethnic identity, religious fundamentalism and extra-territorial sponsorship of terror fuel violence
and disorder, the challenge becomes particularly grave. Such threats to national security need to be
addressed by concerted and consistent State action, backed by swift justice, competent governance and
democratic legitimacy.

Q)Cross-Border movement of insurgents is only one of the several security challenges facing the policing of the
border in North-East India. Examine the various challenges currently emanating across the India-Myanmar
border. Also, discuss the steps to counter the challenges.(2019 UPSC)
The various challenges currently emanating from across the India-Myanmar border are the following:
•
•

•
•
•
•

Disputed areas: The Tri-junction where India-Myanmar and China
Difficult terrain, resulting in lack of infrastructure: As a result, the border area remains sparsely populated
with depressed economic development. It also affects policing as they hamper the easy and rapid
movement of the border guarding forces along the border.
Trafficking of Drugs, humans, smuggling of gold, weapons, ammunitions, smuggling
Golden Triangle– Thailand, Myanmar, Laos–drugs are smuggled overland through the India-Myanmar
border with the help of China and Arakanese insurgents.
Nexus between terrorism and organised crime
Refugee influx through unsecure borders
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E.g.: Rohingya migrants’ influx from Myanmar
•

•
•

Separatist movements and Terrorism National Socialist Council of Nagaland – Khaplang (NSCN-K) and
Meitei insurgent groups enter Myanmar from Indian north-east, then they rest, recoup, train, plan and
launch future offensives, and take shelter when pursued by the Indian security forces.
The free movement regime
FMR has become a cause of concern for the security establishment as its provisions are exploited by the
Indian insurgents to cross over to Myanmar unrestricted and establish safe havens.

Steps to counter the Challenges:
•
•
•
•
•
•
•
•
•
•
•
•
•

Techniques of Effective border management as suggested by Madhav Godbole Task Force 2001.
Joint military exercises between the two countries.
Confidence building measures needed to be taken.
Border fencing and erecting floodlights
Creating effective border outposts
Developing Infrastructure in the region
Step-up infrastructure development, like roads through bilateral, multi-lateral mechanism e.g. India –
Myanmar – Thailand (IMT) highway, Kaladan multi modal transport.
Cooperation at Regional level through organisations like BIMSTEC
Effective patrolling
Building of integrated check posts
Equipping the security forces with night vision goggles.
Installation of CCTV and thermal imaging equipment.
Increased people to people contact

MONEY LAUNDERING
•
•

DEFINATION- As per OECD, “Money laundering is the process of concealing illicit gains that were
generated from criminal activity”.
Prevention of Money-Laundering Act, 2002 defines the offence of ‘Money Laundering’ as, “Whosoever
directly or indirectly attempts to indulge or knowingly assists or knowingly is a party or is actually
involved in any process or activity connected with the proceeds of crime and projecting it as untainted
property shall be guilty of offence of money-laundering”

The money is used in all types of criminal activities like drug smuggling, terror funding, prostitution, illegal
gambling, arms smuggling, bribery etc.




In this case, India’s position is very serious because this money is often transported through India’s
formal boundaries. India is also believed to be an intermediate country in drug trafficking. Its use as a
source of funding for terrorist activities challenges the internal security.
Geographically, India is placed between two largest Opium growing areas in the world. To the west is the
Golden Crescent (Afghanistan) and to the east is the Golden Triangle (Myanmar). It is estimated that
there was widespread use of such funds in the 9/11 attacks and in India too, many terrorist organizations
receive such funds.

The process of money laundering is a complex one which has three stages:




(i) keeping the cash in the financial system
(ii) making different levels of complex financial transactions to show the cash out of its original source
(iii) Provide legal clearance for the amount received illegally.
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Impact of Money Laundering on Nation
Social Impact: It damages social institutions by following ways:
1. Transfers the economic power from the right people to the wrong
2. Increases income inequality
3. Loss of morality and ethical standards leading to weakening of social institutions
4. Increased unemployment as legitimate business companies fail to compete with operators operating
through illegal money
5. Increased crime and corruption which slows down human development and thus affecting societal
progress
Economic Impact: Microeconomic impacts of money laundering are as following:
1.
2.
3.
4.
5.
6.
7.

Potential damage to reputation of financial institutions and market
Destabilises economy of the country causing financial crisis
Give impetus to criminal activities
Policy distortion occurs because of measurement error
Legitimate businesses lose when competing, as there is no fair competition involved
Organised crime at local level can flourish.
It also leads to higher cost of doing business.

Macroeconomic impacts of money laundering are as following:
1.
2.
3.
4.
5.
6.

These include volatility in exchange rates and interest rates due to unanticipated transfers of funds
Fall in asset price due to the disposition of laundered funds.
Misallocation of resources in relative asset commodity prices arising from money laundering activities
Loss of confidence in markets caused by insider trading, fraud and embezzlement.
Discourages foreign investors
Other indirect economic effects are higher insurance premiums for those who do not make fraudulent
claims and higher costs to businesses therefore generating fewer profits which make it difficult to break
even.
7. Due to such negative impact, policy makers have to face difficulty to devise effective responses to
monetary threats and it causes difficulties in the government efforts to manage economic strategy.
All the above points would lead to artificial inflation, jobless growth, income inequality, poverty etc. which
culminates in the end to pose security challenges to the society.
• Political Impact
1. Affects the Government’s capability to spend on development schemes thereby affecting a large section
of populations who could have benefitted from such spending
2. Legislative bodies find it difficult to quantify the negative economic effects of money laundering on
economic development and its linkages with other crimes – trafficking, terrorism etc. becomes

REPORT ON BLACK MONEY- Standing Committee on Finance has submitted a report titled, ‘Status of
Unaccounted Income/Wealth Both Inside and Outside The Country - A Critical Analysis’
According to the Standing Committee’s report, the sectors that see the highest incidence of black money include
real estate, mining, pharmaceuticals, pan masala, the gutkha and tobacco industry, bullion and commodity
markets, the film industry, and educational institutes and professionals.
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Role of Money Laundering in Internal Security



As per OECD, “Money laundering is the process of concealing illicit gains that were generated from
criminal activity” .
Prevention of Money-Laundering Act, 2002 defines the offence of ‘Money Laundering’ as, “Whosoever
directly or indirectly attempts to indulge or knowingly assists or knowingly is a party or is actually
involved in any process or activity connected with the proceeds of crime and projecting it as untainted
property shall be guilty of offence of money-laundering”.

Various Techniques Used for Money Laundering
1. Structuring Deposits: This is a method of placement whereby cash is broken into smaller deposits of
money which is then exchanged by many individuals (known as “smurfs”) to avoid anti-money laundering
reporting requirements. This is also known as smurfing because many individuals (the “smurfs”) are
involved.
2. Shell companies: These are companies without active business operations. They take in dirty money as
"payment" for supposed goods or services but actually provide no goods or services; they simply create
the appearance of legitimate transactions through fake invoices and balance sheets.
3. Third-Party Cheques: Counter cheques or banker’s drafts drawn on different institutions are utilized and
cleared via various third-party accounts. Since these are negotiable in many countries, the nexus with the
source money is difficult to establish.
4. Bulk cash smuggling: This involves physically smuggling cash to another jurisdiction and depositing it in a
financial institution, such as an offshore bank, with greater bank secrecy or less rigorous money
laundering enforcement.
5. Credit Cards : Clearing credit and charge card balances at the counters of different banks. Such cards
have a number of uses and can be used across international borders. For example, to purchase assets, for
payment of services or goods received or in a global network of cash-dispensing machines
SECTORS VULNERABLE TO MONEY LAUNDERING
1.
2.
3.
4.

FINANCIAL INSTITUTIONS- 48%
REAL ESTATE- 35%
GOLD AND PRECIOUS METAL- 7 %
OTHERS- 10%

Hawala and Money Laundering
The word "Hawala" means trust. Hawala is a system of transferring money and property in a parallel arrangement
avoiding the traditional banking system. It is a simple way of money laundering and is banned in India.
How it works?
1. In a hawala transaction, no physical movement of cash is there.
2. Hawala system works with a network of operators called Hawaldars or Hawala Dealers.
3. A person willing to transfer money, contacts a Hawala operator at the source location who takes money
from that person. The Hawala operator then calls upon his counterpart (‘B’) at the destination location
who gives the cash to the person to whom the transfer has to be made, thus completing the transaction.
Status of Hawala in India
•
•

Hawala is illegal in India, as it is seen to be a form of money laundering.
As hawala transactions are not routed through banks, the government agencies and the RBI cannot
regulate them.
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In India, FEMA (Foreign Exchange Management Act) 2000 and PMLA (Prevention of Money Laundering
Act) 2002 are the two major legislations which make such transactions illegal.
Hawala network is being used extensively across the globe to circulate black money and to provide funds
for terrorism, drug trafficking and other illegal activities.

Inspite of the fact that hawala transactions are illegal, people use this method because of the following reasons:
1. The commission rates for transferring money through hawala are quite low
2. No requirement of any id proof and disclosure of source of income
3. It has emerged as a reliable and efficient system of remittance
4. As there is no physical movement of cash, hawala operators provide better exchange rates as compared
to the official exchange rates
5. It is a simple and hassle free process when compared to the extensive documentation being done by the
banks
6. It is the only way to transfer unaccounted income
Cryptocurrency: The New Hawala
1. Cryptocurrency like Bitcoin provides absolute anonymity and facilitates terror financing which was
evident in the 2015 Paris terrorist attack.
2. The Financial Action Task Force in Paris reported in 2015 that some terrorist websites encouraged
sympathisers to donate in bitcoins.
3. After, demonetisation action by the Government of India in 2016, there was noticed a flood of such
digital transactions.
4. This new Hawala has a potential to become an easy way to provide funds for terrorists and other illegal
activities. So, there is a need to have proper control over bitcoin in the interest of the economy and the
security of the country
SUBHASH GARG COMMITTEE- recommended banning crypto currencies in India, citing risk and price volatility.
Also proposed 10 yrs jail and fine as a punishment if anyone found indulging or promoting crypto activities in
India
UNDER ‘ BANNING OF CRYPTOCURRENCY AND REGULATION OF OFFICIAL DIGITAL CURRENCY ACT’ 2019: no one
shall use crypto currency as a medium of exchange, a store of value.
NEGATIVE EFFECTS OF MONEY LAUNDERING ON ECONOMY
1. Effect on Money Demand- with rapid and uncontrolled inflow of money to country, the consumption
especially luxury consumption increases. Significant increase in imports, inflation rates and negatively
affects monetary policy.
2. Effect on Growth Rates- to attract foreign investors in money laundering county is difficult because price
instability caused by black money in financial system will affect credibility of economy in external
environment.
3. Effect on income distribution- problems experienced by economy also have social consequences. The
increasing enrichment of specific individual and groups causes social degeneration.
4. Effect on tax revenues – possibilities of tax avoidance and less revenue generation from taxes due to less
wide tax base hence reduction in government revenues
5. Erosion of financial sectors
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Indian Mechanisms to Combat Money Laundering
1)Prevention of Money Laundering Act, 2002 (PMLA)
1. It is a comprehensive law enacted by the Parliament of India to prevent money-laundering and to provide
for confiscation of property derived from money laundering.
2. The Act and Rules notified thereunder impose obligation on banking companies, financial institutions and
intermediaries to verify identity of clients, maintain records and furnish information in prescribed form to
Financial Intelligence Unit – India (FIU-IND).
3. It seeks to bring certain financial institutions like Full Fledged Money Changers, Money Transfer Service
and Master Card within the reporting regime of the Act.
4. In cases of cross-border money-laundering the Act enables the Central Government to return the
confiscated property to the requesting country in order to implement the provisions of the UN
Convention against Corruption.
Benami Transactions (Prohibition) Amendment Act, 2016
(i)

A property is treated as Benami which is in the name of another person but its payment has been made
by another person.
The Act curbs the use of black money in the sale and purchase of land and property and provides for
punishment with rigorous imprisonment and fine for those who hold anonymity. To initiate a legal
action, prior permission of the Central Board of Direct Taxes (CBDT) will be required.
There is also a provision of appointing an Administrator to manage properties seized under this law.

(ii)

(iii)

2) Financial Intelligence Unit - India (FIU-IND)
•

FIU-IND is also responsible for coordinating and strengthening efforts of national and international
intelligence, investigation and enforcement agencies in pursuing the global efforts against money
laundering and related crimes.
FIU-IND is an independent body reporting directly to the Economic Intelligence Council (EIC) headed by
the Finance Minister.

•

3) Enforcement Directorate • It is a government agency responsible for enforcement of the Foreign Exchange
Management Act, 1999 (FEMA) and certain provisions under the Prevention of Money Laundering Act (PML).
The government has adopted a strategy to curb money laundering, which include:
(i)
(ii)
(iii)
(iv)
(v)
(vi)
(vii)
(viii)
(ix)
(x)
(xi)
(xii)

establishment of institutions which can deal with the illegal funds
provide a legal framework and direct tax code, amend the double taxation avoidance agreements and
tax information exchange agreements
develop a mechanism for implementation
participate in global operations to tackle black money
Skilling of government employees in related fields.
Negotiations for amendments in tax treaties with countries that help save taxes.
Black Money (Undisclosed Foreign Income and Assets) and Imposition of Tax Act, 2015.
Income Declaration Scheme, 2016
Benami Transactions (Prohibition) Amendment Act, 2016
Action against shell companies
provision of penalty on real estate cash transaction of over Rs. 20000
Electoral Bonds Scheme.
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Global mechanisms to Combat Money Laundering:
1. Vienna convention(1988) - It promotes international cooperation in investigations and makes extradition
between member states applicable to money laundering.
This convention laid down the groundwork for efforts to combat money laundering by obliging the
member states to criminalize the laundering of money from drug trafficking.
2. The Council of Europe Convention -This convention held in 1990 establishes a common policy on money
laundering to facilitate international cooperation as regards investigative assistance, search, seizure and
confiscation of the proceeds of all types of criminality, particularly serious crimes such as drug offences,
arms dealing, terrorist offences etc. and other offences which generate large profits.
3. Basel Committee’s Statement of Principles
Basel Committee on Banking Regulations and Supervisory Practices issued a statement of principles
which aims at encouraging the banking sector to adopt common position in order to ensure that banks
are not used to hide or launder funds acquired through criminal activities.
4. The Financial Action Task Force (FATF)
The FATF is an inter-governmental body established at the G7 summit at Paris in 1989 with the objective
to set standards and promote effective implementation of legal, regulatory and operational measures to
combat money laundering and terrorist financing and other related threats to the integrity of the
international financial system.
•

•

International Money Laundering Information Network (IMoLIN)- It provides with an international database
called Anti-Money Laundering International Database (AMLID) that analyses jurisdictions' national antimoney laundering legislation.
Egmont Group of Financial Intelligence Units- FIUs participating in the Egmont Group affirm their
commitment to encourage the development of FIUs and co-operation among and between them in the
interest of combating money laundering and in assisting with the global fight against terrorism financing
Q)India has put in place stringent rules to tackle money laundering. The growing challenge is compliance
to the Anti-Money Laundering legislations. What are the various constraints in compliance to legislations?
Money Laundering is a global phenomenon being employed by launderers worldwide to conceal criminal
activities associated with it such as drugs, arms, human trafficking, terrorism and extortion, smuggling,
financial frauds, corruption etc.
The Financial Intelligence Unit - India (FIU-India) is the nodal agency in India for managing the AML
ecosystem
the Prevention of Money Laundering Act (PMLA), forms the core framework for combating money
laundering in the country.
There are many a key constraints which need to be addressed to implement an effective AML regime in
India. Some of the key constraints are as follows:
1. Unlike relatively mature regulatory countries, Indian AML regulations are being viewed as a
compliance tool by the financial services community rather than as a risk management tool. Hence
the objective has been basic compliance rather than using it as a risk management practice.
2. Lack of adequate number of skilled and certified AML workforce. Unawareness about the grave
problem of money-laundering among the common people and dealing staff is also an impediment
in having a proper AML regime.
3. AML compliance brings a huge financial burden on the financial institution. To keep up with the
regulatory environment, sound investments are required in customer due diligence, customer
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identification and acceptance procedures, monitoring suspicious transactions and related AML
processes and procedures.
4. Absence of comprehensive enforcement agency to tackle exclusively cases of money-laundering.
Separate wings of various law enforcement agencies are dealing with digital crimes, money
laundering, economic offences and terrorist crimes. These agencies lack convergence on matters of
money-laundering. The Special Investigation Team (SIT) on black money recommended an
integrated system of investigations into black money.
5. Technical shortcomings in the criminalisation of both money laundering and terrorist financing and
in the domestic framework of confiscation and provisional measures.
6. Despite all available infrastructures through government bodies, the onus of AML implementation
mostly lies with financial institutions. Most institutions see it as a financial and operational burden.
Depending on the size and different lines of business for a given financial institution, the scope of a
given AML programme can vary significantly. A lack of clarity over compliance and tighter timelines
can result in ad hoc implementation of AML processes rather than a long-term, strategic solution.
7. Another significant issue is lack of enforcement. Despite the laws that criminalise money laundering
and empower authorities to confiscate assets, prosecutions and convictions have been few and the
rate of confiscation is low. Based on the findings, the SIT has recommended to the government
stricter enforcement of tax laws and expediting pending prosecutions.
India has a long way to go before we can match the efforts of developed countries in the area of AML. The
government needs to take more effective action and generate a grassroots-level focus amongst financial
institutions. It is difficult to implement control over money laundering activities without support from
legislative and executive bodies.
Q)Over the years, laws dealing with money laundering have proved to be less than effective. Briefly
discuss the statement in the context of government's proposal to make money laundering a separate
criminal offence. Also enumerate the recommendations made by FATF to combat money laundering.
To curb this menace, India has brought several laws over the years such as:
• The Conservation of Foreign Exchange and Prevention of Smuggling Activities Act, 1974
(COFEPOSA)
• The Smugglers and Foreign Exchange Manipulators Act, 1976 (SAFEMA)
• Foreign Exchange Regulation Act, 1973 (FERA)
• Prevention of Money Laundering Act, 2002 (PMLA)
To make anti-money laundering measures more effective, union government has proposed making money
laundering a separate criminal offence.
With this, the money laundering offence will be investigated by the Enforcement Directorate, irrespective
of a probe by other agencies. This will facilitate quick action.
FATF’s key recommendations • Identify, assess and take effective action to mitigate their money
laundering and terrorist financing risks.
• Countries should have anti-money laundering policy and should designate an authority that is
responsible for such policies.
• Criminalise on the basis of the Vienna Convention and the Palermo Convention.
• Enable competent authorities to confiscate property and proceeds from money laundering.
• Ensure that financial institution secrecy laws do not inhibit implementation of these measures.
• Prohibit financial institutions from keeping anonymous accounts.
• Require financial institutions to maintain all records on transactions.
• Money transfer services providers should be licensed or registered.
• Identify risks that may arise with development of new technologies.
• Ensure that financial institutions monitor wire transfers.
• Ensure that FIs’ foreign branches and subsidiaries apply these measures.
• Apply appropriate countermeasures when called upon to do so by FATF.

30

Telegram : RaghukulCS
•
•
•
•
•
•

YouTube : RaghukulCS

Website : upsccurrent.com

Financial Institutions should report suspicious transaction to FIUs.
Establish financial intelligence unit (FIU).
Ensure that designated law enforcement authorities have responsibility for money laundering and
terrorist financing investigations.
Take immediate steps to become party to important global conventions framed to combat money
laundering.
Provide mutual legal assistance in relation to money laundering.
Effectively execute extradition requests in relation to money laundering and terrorist financing

ORGANIZED CRIME
Organised crime is defined as “those involved, normally working with others, in continuing serious criminal
activities for substantial profit, elsewhere”. Organised criminals that work together for the duration of a
particular criminal activity or activities are what we call an organised crime group.
Types of Organised Crime
• Drug Abuse and Drug Trafficking - It is perhaps the most serious organised crime affecting the country
and is truly transnational in character. India is geographically situated between the countries of Golden
Triangle and Golden Crescent and is a transit point for narcotic drugs produced in these regions to the
West.
• Smuggling - which consists of clandestine operations leading to unrecorded trade, is another major
economic offence. The volume of smuggling depends on the nature of fiscal policies pursued by the
Government. The nature of smuggled items and the quantum thereof is also determined by the
prevailing fiscal policies.
• Money Laundering & Hawala - Money laundering means conversion of illegal and ill-gotten money into
seemingly legal money so that it can be integrated into the legitimate economy. Proceeds of drug
related crimes are an important source of money laundering world over. Besides, tax evasion and
violation of exchange regulations play an important role in merging this ill-gotten money with tax
evaded income so as to obscure its origin.
• Contract Killings - The offence of murder is punishable under section 302 IPC by life imprisonment or
death sentence. Conviction rate in murder cases is about 38%. The chance of detection in contract
killings is quite low. The method adopted in contract killings is by engaging a professional gang for a
monetary consideration.
• Kidnapping for Ransom – It is a highly organised crime in urban conglomerates. There are several local
as well as inter-State gangs involved in it as the financial rewards are immense vis-a-vis the labour and
risk involved.
• Illegal Immigration - A large number of Indians are working abroad, particularly in the Gulf region.
Young people want to move to foreign countries for lucrative jobs. Large scale migration is fostered by
the high rate of unemployment in the country and higher wage levels in foreign lands. As it is not easy
for the aspirants to obtain valid travel documents and jobs abroad, they fall into the trap of
unscrupulous travel agents and employment agencies.
• Prostitution and Human Trafficking - Trading in sex and girl-running is a very profitable business in
which the underworld plays an important part. Flesh trade has been flourishing in India in various
places and in different forms. The underworld is closely connected with brothels and call girl rackets,
making plenty of money through this activity.
LINKAGES OF ORGANIZED CRIME AND TERRORISM
Examples
• In the Northeast, extortion is the fundamental basis for funding all forms of terrorism. In addition to
this, kidnapping has been used extensively for spreading terror and raising funds.
• Human trafficking, drug trafficking and gun running are some of the other criminal activities that have
been common in these areas.
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In J&K, counterfeit currency has been a major source of funding terrorism. Money laundering plays a
significant role. Hawala (money laundering) transactions take place swiftly and effectively in Kashmir.
It is also believed that the ISI uses drug money to fund militant activities in Kashmir.
In the Maoist terror movements, extortion is yet again a common phenomenon. They have also
indulged in robberies of banks to fund their movement.
The Indian Mujahideen has also resorted to crime to raise funds. This includes robberies, kidnappings,
etc

Terrorism and Drug Trafficking
1) 1)According to UNDOC (2017), annual trade of illicit drugs is estimated in the range of $426-652 billion,
and the proceeds of which generate 1/5th to 1/3rd of the global revenues of organized crime.
2) In 2013, Cocaine of $1.25 billion was trafficked through West Africa to Europe amid rising concerns
over the possibilities of Al-Qaida in the Islamic Maghreb’s increased involvement in drug trafficking.
3) 3)Approximately 86% of the world’s Opium cultivation takes place in Afghanistan in the regions
controlled by the Taliban. The Taliban’s association with the opium economy also indicates a
correlation between the trade-in illicit drugs as a criminal activity and terrorism.
Terrorism and Arms Trafficking
1) Terrorists are increasingly using automatic weapons to perpetrate attacks and there is a growing
concern about arms trafficking groups supporting terrorism with the provision of advanced arms.
2) The use of weapons by terrorists is evident in several recent attacks and attempted attacks across
Europe. For example, in the ISIL inspired terrorist attacks carried out in Paris in November 2015,
extremists opened fire with Kalashnikov and other types of assault rifles, which ended up in the criminal
market as a result of cross-border trafficking
3) Tunisian authorities have seized arms and ammunition caches trafficked from Libya by organized
commercial smugglers and financed by terrorist groups linked to Al-Qaida.
Terrorism and smuggling
1) Terrorist groups seem to have increasingly taken up trafficking in illicit antiquities and cultural property
to fund their operations, support recruits, and acquire weapons.
2) Antiquities are not only a source of revenue generation for terrorists, but they also have symbolic value.
By destroying and/or removing symbolic representations of culture, terrorist groups effectively
undermine the State/nationalism and attack the morale of local populations/peoples through a type of
“cultural cleansing”
Terrorism and Human trafficking
trafficking in persons is a lucrative business for armed groups around the world (UNCTED, 2019)
Recent actions by the Islamic State in Iraq and Syria (ISIS), or Islamic State in the Levant (ISIL), also known as
Daesh, and Boko Haram (Jama’atu Ahlis Sunna Lidda’awati Wal-Jahad) in Nigeria have drawn attention to a
growing nexus between terrorism and trafficking in persons.
Terrorism and kidnapping for ransom
From 1970-2010, kidnapping incidents represented a small portion of all terrorist attacks (6.9%), however,
through 2016 the percentage of kidnappings has jumped significantly to 15.8% of all terrorist attacks (Global
Terrorism Database, 2018)
What are the reasons for the increasing nexus between Terrorism and organized crime?
1) Both are realizing the complementary nature of each other in achieving their goals
2) They have a common enemy in national governments and the rule of law.
3) Historically, the end of the cold war ended financial support to many terrorist organizations that led
terrorist organizations to link themselves with organized crime for financial support.
4) Increased sophistication in money laundering as corporates engage in tax evasion that helps in the
continuous money supply. Issues of misgovernance and lack of governance.
5) The inequalities existing in society are manipulated by these organizations to grow their base.
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6) Globalization has its side effects through the communication revolution and its anonymity. The
cyberspace and dark web are increasingly being used to coordinate.
7) The outstanding geopolitical issues that are sought to be solved by governments through immoral
activities like terrorism and crime penetration.
LINKAGES:
• Terrorist groups, whether indigenous or sponsored by outside states, need arms and money for their
fight against the security forces. Organized crime conglomerates need a clientele and couriers who can
smuggle drugs, arms and human beings across the countries and regions.
• In India’s northeast, almost all the militant groups run a parallel government or have their areas of
influence and are involved in collecting money directly from the people. Much of the government
funds reach the militants indirectly due to misgovernance.
• For maintaining their reputations, both to instil fear in the general public and to attract new recruits.
This renders cyberspace all the more relevant for criminal groups, as a conduit for recruitment and
propaganda, in addition to crimes such as money-laundering.
• Essential commodities like rice and kerosene reach the militant groups directly which are then sold to
the public at much higher prices.
• Terrorist organizations in India, especially in the northeast, mobilize funds by becoming couriers of
illegal drugs and arms and at times even human beings from one point to another within the country.
• Militants from across the border are paid with counterfeit money. Extortion and illicit taxation are used
to finance operations.
Kashmir
(i)
The linkages in Kashmir exist at different levels. The external sources fund the terrorist activities.
(ii)
These funds reach Kashmir through various means. Funds mobilized in Pakistan are channelized
through Gulf countries fronting various organizations.
(iii)
Lashkar-e-Toiba. Besides, external funds are also routed through select organizations and
individuals in Kashmir Money laundering plays a significant role. Hawala (money laundering)
transactions take place swiftly and effectively in Kashmir.
(iv)
Besides, it is also believed that the ISI uses drug money to fund militant activities in Kashmir. The
spread of counterfeit currency and its smuggling acts as a major funding source for militants
Punjab
The drug trafficking in Punjab is a major path to generate money for terrorist activities by Pakistan based
groups. The local support to the drug trafficking makes it possible to grow. There are reports of ISIS
converting Sikh separatist groups into drug cartels.
Metropolitans
Mumbai, being a financial capital has also hosted numerous criminal syndicates for a long time. The
infamous global terrorist Daud Ibrahim ran his criminal group from Mumbai before he escaped after 1992
bomb blasts.
The Criminal groups are still engaged in various activities like money laundering, FICN smuggling, etc though
the old menace of extortion and contract killing has stopped now to a large extent. The FICN i.e. the Fake
Indian currency notes and its smuggling is the main source of terrorist financing.
 CHALLENGE OF ISIS IN INDIA
Why Islamic State is a challenge for India?
1) Involvement of other state actors- such as Pakistan’s Inter-Services Intelligence (ISI), which can provide a
well-established intelligence and logistic network, in a symbiotic relationship. The NIA reported in 2014,
the recruitment of more than 300 Indian youths by Pakistan-based Tehreek-e-Taliban (TTP), which had
joined hands with ISIS.
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2) IS losing territorial ground in other areas- such as Middle East to US-led forces, now IS is seeking to
strengthening its global affiliations. Such a strategy was highlighted by ISIS chief Abu Bakr al-Baghdadi in
the past. At the same time, ISIS views India as a potential hotbed for radicalization due to the
demographic structure.
3) Efforts of radicalization- The IS have published recruiting materials in Hindi, Urdu, Tamil and other
languages spoken in India. In 2015, it released an e-book to spread its propaganda and making direct
reference to Indian Prime Minister accusing him of spreading communal disharmony. So far, India has
had some 82 active cases of investigations on individuals suspected of engaging in pro-ISIS activities.
Measures taken by India to deal with Pak- sponsored terrorism







Military Efforts- India has conducted strikes on terror camps in 2016 and 2019. Also, the state has
launched the Mission All Out to liquidate all the terrorists in the Jammu and Kashmir.
Economic Efforts- the Indian government has withdrawn "Most Favoured Nation" or MFN status
accorded to Pakistan.
Strategic Shift- India made an unprecedented direct reference to Baloch freedom struggle in the PM’s
Independence Day speech.
Diplomatic Effortso All major countries including America, Russia, France, U.K and Australia have supported India on its
counter-terror activity. Recently, Saudi Arabia and Organization of Islamic Countries also supported
India’s stand on terror.
o India has started to completely utilize its share of water under the Indus Water Treaty, by building
dams in Jammu and Kashmir.
o In 2016, after the Uri Attack, India successfully isolated Pakistan in the 19th SAARC summit. Since then,
no SAARC meeting has happened.
International Measures on Terrorism- India has been pushing for the adoption of universal definition of
terrorism and steps needed to tackle it under the Comprehensive Convention on International Terrorism
(CCIT).

CURRENT AFFAIRS
UN launched a new framework “UN Global CounterTerrorism Coordination Compact”.
It is an agreement between the UN chief, 36 organizational entities, the International Criminal Police
Organisation (INTERPOL) and the World Customs Organisation, to tackle the scourge of international
terrorism.
It will replace the Counter-Terrorism Implementation Task Force, which was established in 2005
UNLAWFUL ACTIVITIES (PREVENTION) AMENDMENT ACT, 2019
•

•

•

Expands the scope of terror entities- Previously the central government may designate an organisation
as a terrorist organisation, if it, prepares or commits or participates or promotes or otherwise involved in
terrorism. o Now the government is empowered to designate individuals as terrorists on the same
grounds.
Approval for seizure of property- Earlier an investigating officer was required to obtain the prior
approval of the Director General of Police to seize properties that may be connected with terrorism. o
Now, if the investigation is conducted by an officer of the National Investigation Agency (NIA), the
approval of the Director General of NIA would be required for seizure of such property.
Empowering NIA: Earlier, the investigation of cases may be conducted by officers of the rank of Deputy
Superintendent or Assistant Commissioner of Police or above.
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NIA (AMENDMENT) ACT, 2019
•

Enhances the scope of Offences: which are mentioned in the schedule to the Act, such as the Atomic
Energy Act, 1962, and the Unlawful Activities Prevention Act, 1967. o This amendment enhances this
scope to include other offences like human trafficking; offences related to counterfeit currency or bank
notes; manufacture or sale of prohibited arms; cyberterrorism; offences under the Explosive
Substances Act, 1908.
Enhances the jurisdiction of the NIA: as the officers of the NIA will have the power to investigate
scheduled offences committed outside India, subject to international treaties and domestic laws of
other countries.

•

The Institutional Arrangements
Operationalization of NATGRID for intelligence gathering. The national and state investigating agencies engaged
in tackling organized crimes such as NIA and state criminal investigation departments. The anti-narcotic cells in
states.

Q) The banning of 'Jammat-e-Islami' in Jammu and Kashmir brought into focus the roleof over-ground workers
(OGWs) in assisting terrorist organizations. Examine the roleplayed by OGWs in assisting terrorist organizations
in insurgency affected areas.Discuss measures to neutralize influence of OGWs.(2019)

The OGW networks are under the scanner following frequent attacks and targeted killing of policemen,
especially in south Kashmir.
•
•
•
•
•
•

•
•

The police believe that OGW networks help militants with specific information to choose their targets.
Initially OGWs were primarily involved in logistics support and intelligence gathering.
But now the distinction has blurred considerably with OGW also capable of carrying out small scale
strikes while retaining the capability to mix rapidly with the population.
OGWs have become a significant tool for strategic communication and recruitment by their handlers in
J&K.
OGWs constantly work towards the development of a negative sentiment in the minds of the so-called
grey population or fence sitters in an insurgency.
One of the OGWs, Jamaat-e-Islami’ (J-K) is “intrinsically linked with United Jihad Council (basedin
Pakistan) which is the umbrella organization of all major terrorist outfits”.
Measures to neutralize influence of OGWs.
OGWS can be identified by intelligence agencies tracking cyberfunding and physical currency as funds for
terror.
Intelligence-based sting operations should be launched over a period of time for gathering proof of their
damaging activities of recruiting, radicalising or merely pushing the youth into militancy

Management of Border Areas
•

•
•

A border is a real or artificial line that separates geographical areas. Borders are political boundaries. They
separate countries, states, provinces, cities, and towns. A border outlines the area that a particular
governing body controls. The government of a region can only create and enforce laws within its borders.
India has a very large and complex border covering around 15106.7 km, which it shares with Bangladesh,
China, Pakistan, Nepal, Myanmar, Bhutan as well as small portion with Afghanistan.
Challenges in the effective border management particular to some neighbors are:
1. Difficult Terrain: India-China Border comprising difficult Himalayan terrain resulted into difficulty in
border management.
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2. Adverse Climatic Conditions: Due to Himalayan polar condition, it is tough to guard border of China and
Pakistan
3. Bitter- non co-operative relations with some of the neighbouring countries. Eg. Pakistan
4. Porous nature of border with some countries that provides safe route to human traffickers, illegal arms
dealers, drug smugglers, etc. Eg. Myanmar
Problem of Infiltration in India through its borders and its impact
1. Illegal Migration: India faces problem of illegal migration from Bangladesh and other neighboring
countries. It leads to pressure on resources creating a source of conflict in India. illegal migration has also
created ethnic conflict in north east as local population in many states have been reduced to minority
causing sense of insecurity and hence ethnic conflicts.
2. Terrorism: India has been major victim of cross border terrorism sponsored by Pakistan which is mostly
executed through cross border infiltration. Recent attacks in Pathankot, Uri, Pulwama and Balakot
underline the security challenge posed by infiltration.
3. Insurgency and Left Wing Extremism: Infiltration is being used by external forces to support insurgency
in North east by extending support of arms and ammunition through infiltration. Similarly Left wing
Extremist groups also find external support through infiltration.
4. Import of Counterfeit currency and Drugs smuggling: India faces significant menace of fake currency and
drugs smuggling which is routed through borders due to easy cross border infiltration.
Following strategies can be adopted for effective border management1. Coordination among various agencies such as customs, armed forces, border security and intelligence
agencies are required that will strengthen the border guarding and management.
2. Smart border management to identify and implement controls which aim to improve border security by
enabling effective communication and coordination.
3. Use of Drone, Night vision cameras, sensors to check the illegal migration, terrorist movement can help in
effective border management.
4. Border fencing along the border such as with Bangladesh, Myanmar, Nepal can help in better border
management.
5. Coordination among neighbouring countries would also strengthen the measures taken for border
management.



Comprehensive Integrated Border Management System (CIBMS): India should adopt an integrated and
holistic solution for tackling problem of Infiltration. The proposed CIBMS is touted as a more robust and
integrated system that is capable of addressing the gaps in the present system of border security by
seamlessly integrating human resources, weapons, and high-tech surveillance equipment.
It has three main components:
1. new high-tech surveillance devices such as sensors, detectors, cameras, ground-based radar
systems, micro-aerostats, lasers as well as existing equipment for round-the-clock surveillance of
the international border;
2. an efficient and dedicated communication network including fibre optic cables and satellite
communication for transmitting data gathered by these diverse high-tech surveillance and
detection devices;
3. A command and control centre to which the data will be transmitted in order to apprise the
senior commanders about the happenings on the ground and thus providing a composite picture
of the international border.
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4. Infra-red and laser-based intrusion detectors will mount an invisible wall on land, sonar systems
will catch riverine infiltration bids, aerostat will keep an eye on the sky and underground sensors
will guard against tunnel intrusions.
5. The purpose of the CIBMS is to eventually replace manual surveillance/ patrolling of
international borders by electronic surveillance and organizing the BSF personnel into quick
reaction teams to enhance their detection and interception capabilities.
The CIBMS is currently employed at India-Pakistan and India Bangladesh borders.
In March 2019, under the CIBMS, the Government launched the Border Electronically Dominated QRT (Quick
Response Team) Interception Technique (BOLD-QIT) on the India-Bangladesh border in Dhubri district of
Assam. Since then, it is helping to curb infiltration and illegal activities along the border.
India-China border and border management




The border between India and China is not clearly demarcated throughout. Along certain stretches of its
3,488-km length, there is no mutually agreed Line of Actual Control (LAC). India, following Independence,
believed it had inherited firm boundaries from the British, but this was contrary to China s view. China
felt the British had left behind a disputed legacy on the boundary between the two newly formed
republics.
Challenges Along the China Border

Border Disputes:
➢ Western Sector - Aksai Chin In 1865, Johnson line which put Aksai Chin in Jammu and Kashmir but China
at that time did not control Xinjiang so it was not presented to them. By 1890, China reestablished
control over Xinjiang and claimed Aksai Chin.
Then, Macartney-Macdonald line was agreed to by the British government on the proposal by Chinese.
However, Chinese government did not respond to the note to this effect in 1899and the British took that
as Chinese acquiescence. After 1947, India used the Johnson Line as the basis for its official boundary but
in 1950s China built a road falling south of this line in the Aksai Chin region. Intermittent clashes along
the border culminated into Indo-China war in 1962 which resulted into existing line which is known as
Line of Actual Control (LAC). The region also witnessed stand-off between India and China in Daulat Beg
Oldie sector in 2013.
➢ Eastern Sector - Arunachal Pradesh In Shimla Accord (1913-14), boundary between Tibet and British
India was defined by negotiations between British India, China and Tibet. This boundary named as
MacMohan Line is disputed by China. However, interestingly, China accepts MacMohan line as its
boundary with Myanmar provided by the same agreement.
Indian side of border is being guarded by different agencies which include ITBP, Special Frontier Forces,
Assam Rifles, Indian Army and proposed Sikkim Scouts leading to lack of coordination among these
agencies. On the other hand, on the Tibetan side, the entire LAC is managed by Border Guards divisions
of the Chinese People’s Liberation Army (PLA) under a single PLA commander of the Tibet Autonomous
Region.
Water disputes: China recently cut off the flow of a tributary of the Brahmaputra River, the lifeline of Bangladesh
and northern India, to build a dam as part of a major hydroelectric project in Tibet. And the country is working to
dam another Brahmaputra tributary, in order to create a series of artificial lakes.


China-Pakistan Economic Corridor (CPEC) The China-Pakistan Economic Corridor is a multimodal
transportation and commercial project of China and Pakistan and is one of the flagship projects of One
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Belt one Road (OBOR) Initiative. It provides rail-road connectivity between Gwadar in Balochistan,
Pakistan to Xinjiang province of China and passes through Pakistan Occupied Kashmir.
India’s concerns :
•
•

CPEC passes through Indian Territory, thus interferes with India's sovereignty and territorial integrity.
This will provide China access to the Indian Ocean. China can exploit it to increase its military operations
in South Asia.

GOVERNMENT INITIATIVE :
1. Creating infrastructure: India is also constructing some critical bridges to cut down time for troop
movement such as Dhola- Sadiya bridge.
2. India has joined hands with Japan to aggressively develop infrastructure projects in North east to contain
China.
3. Army infrastructure projects within 100Km of LAC have been exempted from forest clearance.
4. To expedite border road construction, Ministry of Defence has decided to delegate administrative and
financial powers to the Border Roads Organisation (BRO).

India-Myanmar border and border management
India has a 1643 km long open border with Myanmar which touches Arunachal Pradesh, Nagaland, Manipur and
Mizoram. Assam Rifles is responsible to keep a vigil on India-Myanmar border. The India-Myanmar border is
marked by dense-forest and mountains.








The international border is extremely porous and many insurgent groups active in North-East India
exploit it to traverse between India and Myanmar. They usually have their training camps in Myanmar.
Both the countries provide border pass for people living in border areas to travel across 16 km of the
border without special permit (Free Movement Regime). This 'Free Movement Regime’ on the IndoMyanmar border has created many problems for India. It has led to an increase in illegal activities such
as insurgency, smuggling of arms and narcotics, illegal immigration etc. in the Border States.
These illegal activities also pose a threat to the border-haats and trade centres like Moreh and
Zowkhawtar. India, in collaboration with Myanmar and other countries, has taken several steps to curb
the activities which are a threat to the security and prosperity of India. Due to the presence of insurgent
organizations, the India-Myanmar border is sensitive for security reasons. Therefore, India has signed a
Memorandum of Understanding (MoU) with Myanmar on border cooperation.
It has been agreed to exchange information to deal with the insurgency, smuggling of arms and drugs,
human and wildlife trafficking, and prevent illegal cross-border activities.
India has also begun fencing the international border in Manipur. In addition, the Home Ministry is
preparing a road map to develop basic infrastructure and build roads and helipads along the international
border. It will improve connectivity in mountain regions, as well as, help the security forces in curbing
insurgency and illegal activities.

India-Bangladesh border:



The refugee problem The illegal immigration from Bangladesh has been a burning issue in the North
East of India, especially in Assam, and has serious socio-political implications.
The All Assam Students Union (AASU) has in the past launched a prolonged movement to evict the illegal
immigrants from Assam. One major obstacle in its resolution is that the Bangladesh Government denies
that the Bengali speaking population of Assam belongs to her. So even if Indian Courts declare
someone foreigner, India, in addition, will have to prove that he/she is a Bangladeshi citizen.
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The illegal immigration is considered as a part of human trafficking whose end-object is commercial
sexual work, forced labour, prostitution, or other forms of exploitation. In this context, a bilateral Task
Force of Bangladesh and India was formed on Rescue, Recovery, Repatriation and Integration of
Trafficked victims/ survivors to discuss human trafficking.
It provides a political space to deal with the sensitive subject of people who have migrated involuntarily.
Both the countries have also put in place a joint Coordinated Border Management Plan (CBMP) signed
in July 2011. It aims to curb violence and cross-border crimes on the border.
In addition, the BSF and the Border Guards Bangladesh have agreed to undertake vulnerability mapping
under the CBMP in every six months. In 2015, Indian signed a Land Border Agreement (LBA) with
Bangladesh to facilitate the transfer of 111 enclaves from
India to Bangladesh and receive 51 from Bangladesh. The resolution of this decades-old problem will
further help in preventing illegal immigration.
Teesta River Water Dispute: After a long time, in 2011 two sides had agreed to share the river’s water
50:50 as the river is important for both India and Bangladesh for its agricultural use. However, this
agreement was not signed due to opposition from chief minister of West Bengal.
Tipaimukh Hydro-Electric Power Project on the Barak River- Bangladesh is opposing the project as it
says that the dam will disrupt the seasonal rhythm of the river and have an adverse effect on
downstream agriculture, fisheries and ecology of the region. Indian government has assured Bangladesh
that it will not take any unilateral decision on the Project which may adversely affect Bangladesh.

GOVERNMENT INITIATIVE :
1. Government has announced the establishment of Border Protection Grid (BPG) with Indo- Bangladesh
Border States.
2. A crime-free stretch has been established between the BSF border posts at Gunarmath and Kalyani and
the BGB (Border Guards Bangladesh) border posts at Putkhali and Daulatpur.
3. Installation of Border surveillance devices such as closed-circuit cameras, searchlights, thermal imaging
devices and drones to keep a tight vigil.
4. The BSF and BGB have also been raising awareness among the locals regarding crime prevention in the
border area.
Indo-Pak border and border






Management India shares a 3,323 km border with Pakistan. The border is divided largely into two parts:
First is the International Border (IB), which stretches for approximately 2,400 km from Gujarat to the
north banks of Chenab in Akhnoor in Jammu.
Second is the Line of Control (LoC), which is 740 km long and runs from parts of Jammu to parts of Leh.
It is a ceasefire line which came into existence after 1948 and 1971 wars between India and Pakistan.
Indo-Pak border is marked by cross-border terrorism, drugs and weapons smugglings and ceasefire
violations.
Border Disputes
➢ Sir Creek
Sir Creek is a 96 km tidal estuary which opens up into the Arabian Sea and divides the Gujarat state of
India from the Sindh province of Pakistan. The Sir Creek got its name from the British representative
who negotiated the original dispute between the local rulers.
Significance of Sir Creek
1. EEZ - Accepting Pakistan's premise on the "green line" would mean loss of about 250 square miles of
EEZ for India.
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2. Energy resource - Much of the region is rich in oil and gas below the sea bed.Fisherman misery: The
Sir Creek area is also a great fishing destination for hundreds of fishermen from both India and
Pakistan.
3. Drug syndicate / Smuggling: Over the year this region has become main route to smuggle drugs,
arms and petroleum product to India.
4. Terror design: Terrorists are using disputed area to cross over Indian side. In 26/11 terror attack,
terrorists captured an Indian fishing vessel, Kuber, off Sir Creek to enter Mumbai.







➢ Siachen Dispute
Siachen is a triangular bit of land between Pakistan occupied Kashmir and the part ceded by Pakistan
to China.
Significance of Siachen
Siachen sits at a very strategic location with Pakistan on the left and China on the right. So Pakistan
re-interpreted the Ceasefire agreement to claim the area beyond the Saltoro Ridge and beyond
Siachen as its own. This would give Pakistan direct connectivity to China as well as a strategic
oversight over the Ladakh region and on to the crucial Leh-Srinagar highway posing a serious threat
to India.
Operation Meghdoot In 1983, Pakistan tried to use its troops to lay claim to Siachen. To pre-empt
Pakistan’s attempt , India launched Operation Meghdoot and occupied the hight points of the glacier.
Many rivers flow from India to Pakistan and the physiography helps the terrorists and drug peddlers
in traversing the border, supported by Pakistani military and intelligence services. They are a threat
to peace and prosperity of India in general and Kashmir in Particular.

➢ Kishanganga Hydroelectric Plant
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The Kishanganga Hydroelectric Plant is a run-of-the-river project designed to divert water from the
Kishanganga river to a power plant in the Jhelum River basin. In 2010, Pakistan appealed to the
Hague's Permanent Court of Arbitration (CoA) against the project under the Indus Water Treaty.
The International Court of Arbitration in its "final award" in 2013 allowed India to complete
construction of the Kishanganga dam with condition that 9 m3/s of natural flow of water must be
maintained in Kishanganga river at all times to maintain the environment downstream.
About Indus Water Treaty -1960
The Indus Waters Treaty is a water-distribution treaty between India and Pakistan, brokered by the
World Bank. The treaty was signed in Karachi on September 19, 1960 by Indian Prime Minister
Jawaharlal Nehru and President of Pakistan Ayub Khan. It provided for:
1.control over the three "eastern" rivers-the Beas, Ravi and Sutlej-was given to India and the three
"western" rivers-the Indus, Chenab and Jhelum-to Pakistan
2. exchange of data and co-operation in matters related to its provisions. For this, it establishes a
Permanent Indus Commission (PIC) with each country having one commissioner in it
Review of Indus Water Treaty
In the wake of the Uri attack, several experts have demanded that India withdraw from the Indus
Waters Treaty whose terms are considered generous to Pakistan. However, officials made it clear
that the IWT will hold, at least for the moment.
Instead, the Centre drew up a list of measures to optimize use of the Indus waters that India has so
far failed to do.
Thus, following decisions were taken by the government • set up an inter-ministerial committee to
study India’s further options • build more run-of-the-river hydropower projects on western rivers,
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to exploit the full potential of 18,600 MW (current projects come to 11,406 MW) • review restarting
the Tulbul navigation project that India had suspended after Pakistan’s objections in 1987
Challenges faced by border population
1.
2.
3.
4.
5.

dearth of jobs , economic instability, underdevelopment of resources
lack of proper healthcare services , educational institutional facilities
damage to crops in large tracts by waterlogging, insurgent activities
sometimes border infrastructure violates privacy or hampers their normal life
legal and litigation issues of land acquisition while setting up security infrastructure

India is implementing the Comprehensive Integrated Border Management System (CIBMS) along the
IndoPak border to prevent the movement of terrorists. Also, acknowledging the sensitivity of the border
India is considering to draft a Comprehensive National Security Strategy to deal with the security challenges
posed by Pakistan.
GOVERNMENT INITIATIVE :
1. Following Pathankot terrorist attack, MHA sanctioned
the
implementation of
Comprehensive Integrated Border Management System (CIBMS) to establish an integrated security
system at borders providing all-round security even in adverse climatic conditions.
2. The centre has decided to deploy Indian special forces unit National Security Guard (NSG)
commandos in J&K to fortify counter terror operations by training J&K police and other paramilitary
forces in room intervention, anti-terror skills, overseeing anti-hijack operations etc.

Indo-Nepal
India shares a 1751 Km long border with Nepal. Uttarakhand, Uttar Pradesh, Bihar, West Bengal and Sikkim
are the States, which share the border with Nepal. Bihar shares the largest border and Sikkim the smallest
with Nepal.
Challenges Along the Border
1. Pakistan is using the open borders to carry out anti-India activities including pushing of terrorists and fake
Indian currency.
2. Fear of spread of Maoist insurgency and links with Maoists groups in India
3. Issue of land grabbing - Allegations of excesses such as intimidation, and forcible grabbing of land by
either side along the disputed border also surface from time to time.
4. Easy escape & illegal activities - Insurgents, terrorists, many hard-core criminals pursued by Indian and
Nepalese security forces escape across the open border.
5. Provides route for chinese products to dump in Indian Market
6. Transboundary Human trafficking is major concern
GOVERNMENT INITIATIVE :
1. Establishment of a new intelligence section in SSB at Indo-Nepal and IndoBhutan border to ensure better
operational efficiency.
2. Establishment of Border District Coordination Committee at the level of district officials of the two
countries to discuss issues of mutual concern.
3. The Government of India has approved construction of 1377 km of roads along Nepal border.
4. Development aid to Nepal to prevent human trafficking owing to lack of employment opportunities there
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Indo-Bhutan
Border Dispute
The border is not demarcated in tri-junction area. Thus, the conflict arises such as recent Doklam issue.


Doklam Issue

Doklam plateau is a part of Bhutan disputed by China which can provide China leverage to choke India’s
“Chicken Neck” - the narrow Siliguri corridor which links the north-east with the rest of India.
In 2017, India successfully deployed its troops to counter Chinese design to build a road in Doklam which could
have serious implication for India’s security and would have also signaled to Bhutan that India can no longer
protest its interests. So, Indian troops intervened to block the path of Chinese People’s Liberation Army soldiers
engaged in building road-works on this plateau. This is the first time that India used troops to protect Bhutan’s
territorial interests.
Other Issues
1. ‘Operation All Clear’ by Royal Bhutanese Army drove out the Bodo and ULFA insurgents from its territory
some years ago, the border has been relatively quiet. But still fears are persistent about criminal and
militant activity.
2. Smuggling - Chinese made goods, Bhutanese cannabis, liquor and forest products are major items
smuggled into India. Livestock, grocery items and fruits are smuggled out of India to Bhutan.
3. Free movement of people & vehicles – Bhutan’s wants free movement of its citizens and vehicles once
they enter Indian territory. During the Gorkhaland movement in West Bengal vehicles belonging to
Bhutanese nationals were destroyed.
4. Migration –As areas bordering Bhutan are largely underdeveloped, many Indians work as manual labour
in construction sites in that country, where they manage to earn more decent wages. This migration has
provoked concerns of altering demographies in both countries.
5. Environmental concerns - Migrants and infiltrators are also accused of deforestation, poaching, and
wildlife smuggling.
GOVERNMENT INITIATIVE :
1. Bilateral cooperation - A Secretary level bilateral mechanism in the shape of an India- Bhutan Group on
Border Management and Security.
2. Cooperation with their army to prevent sanctuary to insurgents in their soil.
3. Establishing new border posts in Sikkim along the Bhutan frontier near Doklam.
4. The Union environment ministry has given a “general approval” for the diversion of forest land for major
border infrastructure projects along the eastern border with Bhutan, Myanmar and Nepal
Indo-Sri Lanka
Challenges along the border
Katchatheevu Island
India ceded the uninhabited island to its southern neighbour in 1974 under a conditional accord. However,
Indian fishermen considered it to be their traditional fishing area. Thus, wants Katchatheevu to be used as
fishing grounds for India as well.
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Fishermen Issue
Trespassing by Indian fisher men in Sri Lankan waters takes place regularly. Here, the issue is not of an
unsettled maritime boundary but the refusal of Indian fisher men to recognise the maritime boundary
between India and Sri Lanka, especially in the Palk Bay. The Palk Bay has traditionally been a common fishing
ground for fishermen on both the sides. However, the delineation of the maritime boundary has divided the
Palk Bay, and stipulates that Indian fisher men cannot fish beyond the international boundary.
Coastal Vulnerabilities














Non state actors: The highest vulnerability is penetration by non-state actors and terror attacks on
cities along the coast, vital installations like atomic power plants, oil platforms, naval/military/coast
guard bases and industrial areas. Attacks on these areas would not only be financially disastrous for
the nation but due to the associated/collateral damage, they could create a fear psychosis amongst
the people.
Organized Crimes and piracy along the coastal line: Threats posed by organized gangs carrying out
smuggling of narcotics, arms and explosives. These criminal groups and gangs, operating for profit,
would also cause serious domestic security concerns by their networking with terrorists and
providing logistical support for terror operations ashore.
Illegal migrants: The third threat level would include consequential and indirect threats; its ambit
would cover the vulnerability of the Indian coast from illegal inflow of migrants and refugees from
Bangladesh and Sri Lanka, especially along the Odisha and Tamil Nadu coasts. Though such people
do not pose a direct security threat, the probability of terror operatives sneaking into the country in
the disguise of refugees cannot be ruled out.
Infrastructure and Resources for Coastal Security: There is a constraint on the availability of
resources (both technological and in terms of manpower). It is difficult to guard the entire coastline
in a fool-proof manner.
Disputed Maritime Boundary: Disputed Maritime Boundary not only poses serious security
challenges but also hinder offshore development. India’s maritime boundaries with Pakistan and
Bangladesh are not delineated because of overlapping claims.
Coordination problems: An estimated 22 different ministries and departments are involved in
securing India s coasts. At the central level alone, these include the Ministries of Home Affairs,
Defense, External Affairs, Shipping, Forest and Environment, Earth Sciences, and Finance, as well as
the Department of Fisheries.
In addition to these are the state governments, the district administration, police, etc. The
involvement of such an array of agencies invariably leads to coordination problems.
Reluctance of states to contribute to coastal security: The establishment of marine police stations
was thought to mitigate several of the on ground threats. However, setting up of marine police
stations has been slow because of states reluctance. In Odisha, for example, a CAG report
discovered a shortage of manpower, lack of interceptor boats, no infrastructure and poor training
of marine police personnel. This tussle between the states and the centre is a recurrent theme of
the debates on failing coastal security.

 changes after 26/11 attacks
1) Intelligence Overhaul:
National Intelligence Grid (NATGRID) was constituted to link all governmental databases into create
single source of comprehensive intelligence to be accessible to all agencies. It would allow agencies to
scan & assess voluminous amount of collected information strategically and identify valuable intelligence
leads.
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o Multi Agency Centres (MACs) under Intelligence Bureau were strengthened to act as intelligence
“fusioncentres” and provide real time 24X7 actionable intelligence. o Indian Navy constituted Joint
Operations Centre to keep vigil over India’s extended coastline.
2) Investigation Reforms:




National Investigation Agency was setup in 2008 as a specialized statutory agency to deal with
terrorist offences, without requiring specific consent of the states to take up the cases. Special NIA
courts were setup for fast-tracking cases related to terrorism.
The amended Unlawful Activities Prevention Act (UAPA) has given new powers to the security
agencies, including the ability to hold terror suspects for 6 months without charges.

3) Response preparedness:



The deployment of the National Security Guard (NSG) has also been decentralized with 4 new
operational hubs for the NSG to ensure rapid response to terror attacks.
Elite commando force called ‘Force One’ was instituted by Maharashtra government with specialized
training in line with the National Security Guards (NSG), as per the recommendations of Ram
Pradhan Committee.

 Migration and security
 Contributory factors of illegal migration
o Increasing pressure on land and mounting unemployment in Bangladesh due to steep rise in
population.
o Porous India-Bangladesh border of 4,096 kms, the fencing of which has not been completed so
far.
o Better economic opportunities across the border.
 Security challenges
o Illegal voters: Most of the Bangladeshi immigrants have got their names enlisted in the voting list
illegally, thereby claiming themselves as citizens of the state.
o Issue of terrorism: Pakistan’s ISI has been active in Bangladesh supporting militant
movements in Assam. It is alleged that among the illegal migrants there are also militants,
who enter into Assam to carry out the terrorist activities.
o Local Tensions: Sometimes Migration escalate into political violence and directly impinge on
state security- ETHINIC CRISIS, EMPLOYMENT CRISIS, CULTURAL CONFLICTS,ETC.

Preparedness of India
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Three layered Surveillance System: A multilayered system of surveillance of the country’s maritime
domain involving the Indian navy, coast guard, marine police, customs, and the fishermen has come
into being. Under the system, the outer layer (beyond 50 nautical) is patrolled by the Indian naval
and coast guard ships and aircraft; the intermediate layers (2550 nautical miles) is patrolled by the
ships of the Indian navy and the ICG as well as hired trawlers; and the inner layer i.e. the territorial
waters (shoreline to 12 nautical miles), was patrolled by the joint patrolling team and later by the
marine police.
Coastal Security Scheme: An existing Coastal Security Scheme (originally instituted in 2005) was
accelerated, with greater fund allocations for coastal infrastructure, including police stations and
radar stations along India's coastline. The aim of the CSS is to strengthen infrastructure for patrolling
and the surveillance of the coastal areas, particularly the shallow areas close to the coast. The
scheme envisaged the establishment of coastal police stations equipped with boats, jeeps and
motorcycles for mobility on the coast.
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Joint operations centers: Joint operations centers set up by the Indian Navy as command and
control hubs for coastal security at Mumbai, Visakhapatnam, Kochi and Port Blair have also become
fully operational. Paramilitary forces and the Indian Army have also been manning open riverine
spaces in North India to discourage infiltration attempts.
Monitoring, Control and Surveillance of Fishermen: Steps have been taken to ensure the safety of
fishermen, and to prevent the undetected entry of any fishing trawler in the coastal waters. For this
purpose, all big fishing trawlers (20 meters and above) are being installed with AIS (Automatic
Identification System). For small fishing vessels, a proposal to fit them with the Radio Frequency
Identification Device (RFID) is under consideration. Hence, post Mumbai attacks there is realization
by the authorities for enhancement of capacity and infrastructure for the maritime agencies involved
in coastal security. There is a need to work on creating seamless interaction between various
agencies involved in the coastal security apparatus to keep pace with the security challenges.

Q) Discuss the problems of maritime security in India and the functioning of multi-tier maritime security
architecture to deal with the same.
India has to defend a long coastline of 7516 km; islands on both the sides; states and metros in coastal zones; and
her major and minor ports.
1. Geopolitics: There are 56 nations in the region and around one third of the world’s population lives in this
area. This number combined with the different state of economies and governance has created an
imbalance that has resulted in a number of conflicts and the proliferation of nuclear issues. Thus India is
forced to strengthen her presence in the region to ensure safety of shipping and security of national
interest.
2. Energy, Trade and Commerce: Oil and gas traversing the Indian Ocean is of great importance to the
global economy. Roughly 55 per cent of known oil reserves and 40 per cent of gas reserves are in the
Indian Ocean region. It also accounts for 65% of strategic raw material reserves. Indian Ocean ports
handle about 30 per cent of global trade and half of the word’s container traffic traverses the ocean. The
Indian Ocean has some of the world’s most important choke points, notably the Straits of Hormuz,
Malacca, and the Bab el Mandeb. As these choke points are strategically important for global trade and
energy flow, a number of extra-regional states maintain a naval presence in the Indian Ocean.
3. Communication: The protection of sea lines of communication (SLOCs), are paralleled by increasing
importance of ensuring the security of the broadband communication connections between Asia, Europe,
and the United States that are linked by undersea cables traversing the Indian Ocean.
4. Piracy and terrorism: Maritime piracy, which includes hijacking for ransom, robbery and criminal
violence, is very prevalent in the Indian Ocean. Piracy around the Horn of Africa has increased alarmingly.
It not only threatens commerce, but also peace and regional stability, international trade and energy
flows. The threat of global terrorism, piracy and international crime coming together is very real. Mumbai
attacks are prime example of terrorism via sea affecting India.
5. Gun running, human and drug trafficking are issues that also affect the maritime security environment.
6. Non-Conventional Threats: Fisheries and livelihood security, environmental security, search and rescue,
Marine Pollution.
Q) Illegal migration is emerging as a migraine for India and threatening to alter Northeast's demography. It is
not only a burden on the state's resources but also a breeding ground for internationally sponsored terrorism.
Comment.
Answer:
Although illegal migration into India both from its eastern as well as western flank has continued since long, it
is increasingly emerging as a migraine for India because as we develop, we seek to pull out our poor from the
sickening depths of poverty. But illegal migration particularly in NE has fuelled socio-political tensions which
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manifest themselves in student movements, separatism, ethnic clashes, riots etc. This leads to diversion of
attention and resources from development to the law and order.
 Over the decades illegal migration has significantly altered NE’s demography due to porous borders. This
has created insecurity amongst the NE people who fear that their Identity may be submerged and they
may be reduced to minorities.
 It also places enormous burden on state’s resources as well. The welfare benefits such as food, fuel
subsidies, free education, heath etc. in a resource scarce country have to be shared with increasing
number of people. It also places pressure and creates competition for various economic resources and
opportunities such as land, jobs etc.
Above factors create socio-political tensions and result in discontent which can be harnessed by anti-national
elements. Further, terrorists can enter and launch, under the garb of migrants.
Solutions • Finalise the Land Boarder Agreement with Bangladesh • Seal the borders with Bangladesh
and Myanmar both • Coordinated actions against terrorists between centre and border states as well as
amongst various security/intelligence agencies

CHALLENGES TO INTERNAL SECURITY THROUGH COMMUNICATION NETWORK




Communication network is the interconnection of electronic gadgets and devices that enable them
transmit information in the form of data, voice and videos. The network infrastructure includes hardware
and software resources such as mobile, laptops, sensors, servers, web applications, satellites, SCADA,
LAN, WAN, Optic fiber network etc.
In section 70 of IT Act 2000, Critical Information Infrastructure (CII) is defined as: “The computer
resource, the incapacitation or destruction of which, shall have debilitating impact on national security,
economy, public health or safety.”

Q)What are the threats posed by communication networks to internal security of India?
Answer:
•

•

•

•

•
•
•

Communications networks are crucial to the connectivity of other critical infrastructure, viz. civil
aviation, shipping, railways, power, nuclear, oil and gas, finance, banking, communication, information
technology, law enforcement, intelligence agencies, space, defence, and government networks.
Therefore, threats can be both through the networks as well as to the networks.
Securing the networks is complicated by a number of factors. For example, much of the hardware and
software that make up the communications ecosystem is sourced externally; as a case in point, Chinese
manufacturers such as Huawei and ZTE have supplied about 20 per cent of telecommunications
equipment while Indian manufacturers have about 3 per cent of the market
As recent incidents have shown, foreign governments are not behind in taking advantage of the market
penetration and dominance of their companies to infiltrate and compromise telecommunications
networks.
Expanding wireless connectivity to individual computers and networks has increased their exposure and
vulnerability to attacks. The traditional approach of securing the boundaries are not effective in this
space.
Evolution of communication networks has made communication system more userfriendly and
accessible. This had made it possible for miscreants in the society to use these tools for their benefits.
It has become really difficult to track a message through VOIP services & various other services. This has
served to spread terrorism ideology even across liberal population sphere.
In the not-too-distant future, major powers will be focused on the proliferation of weapons of mass
destruction, terrorism, narcotics, and organized crime more than conventional armed conflicts.
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Information warfare, threats emanating from cyber space and aerospace will consume more national
resources than ever before.
Few other ways which are impacting the security of the country are, knowledge of strategic location,
important spots, private identity of people & use of that in mal documents, cyber attack on strategic
infrastructure etc.

Q) ICT revolution is not only a great equalizer for smaller states, but has also brought power to non-state
actors, individuals and terrorist organizations. Examine the statement in the context of challenges to India’s
national security.
Answer:
•

•
•

•

•

The ICT revolution has brought new challenges to state’s internal security apparatus. The dependence of
not only state’s critical infrastructure on ICT but of the whole system encompassing military,
administrative and economic apparatus has increased vulnerability of the system not only among states
but also to non-state actors which could destabilize the whole system with the speed of a light.
The effect of ICT on warfare is evident in command and control, in the new surveillance and
communication technologies and in cyber operations.
Between states, Cyber war and anti-satellite capabilities are uses of technology by a weaker state to
neutralise or raise the cost and deter the use of its military strength by a stronger country. Currently, In
the name of defence all the major powers are developing offensive cyber capabilities as well as using
cyber espionage and so are smaller powers that see ICT as an equaliser.
These technologies have also enabled individuals and small groups to use cyberspace for their own ends
The ICT revolution has also brought power to non-state actors and individuals, to small groups such as
terrorists. ICT helps Terror organisation in Propaganda, Financing, Training, Planning and Execution of
their agendas.
Thus it has given small groups and individuals the means to threaten and act against much larger, more
complex and powerful groups. Since the technology is now available or accessible widely, and is mostly
held in private hands, ICT has redistributed power within states.

Challenges to internal security of India
1. The technology has placed an increasingly lethal power in the hands of non-state actors. These are not
just law and order problems but more sever than it.
2. What makes this more complicated is the fact that these technologies are not just available to the state,
where laws and policies can control and limit their use. They are widely available in the public domain,
where commercial and individual motives can easily lead to misuse that is not so easily regulated
unless we rethink and update our legal and other approaches.
3. Expanding wireless connectivity to individual computers and networks has increased their exposure and
vulnerability to attacks. The traditional approach of securing the boundaries are not effective in this
space.
4. Evolution of communication networks has made communication system more userfriendly and
accessible. This had made it possible for misusers in the society to use these tools for their benefits.
5. It has become really difficult to track a message through VOIP services & various other services. This has
served to spread terrorism ideology even across liberal population sphere.
Thus need is to create a climate and environment within which security is built into the cyber and
communications working methods. And, most important, the government must find ways to indigenously
generate the manpower, technologies and equipment that it requires for maintaining cyber security.

47

Telegram : RaghukulCS

YouTube : RaghukulCS

Website : upsccurrent.com

Cyber World and Internal Security
For any country, the use of information and communication technology (ICT) in its development process
including- social, economic and infrastructural is vital. Due to the prevalence of Internet and its easy access to the
common people, the scope of online business and work is growing. While it is a gateway to progress, it also
brings with it the threat of cybercrimes i.e. to execute criminal activities from computers and the Internet. It
includes activities like hacking, transferring viruses etc. and to execute a crime, such as cyber terrorism, financial
fraud etc. Thus, cybercrime is a comprehensive term that includes activities like cyber-attack, cyber terrorism
and cyber war.
Cyber Terrorism
Cyber terrorism is a politically motivated attack meant to damage banking, energy, military and other
establishments. These are done with the purpose of damaging the country s infrastructure, causing serious
economic losses and physical harm to individuals.
Cyber Attack
It involves attacking of computer networks with activities like logic bombs (a piece of code intentionally
inserted into a software system that sets off a malicious function when specified conditions are met), spamming
(sending multiple messages simultaneously over e-mail or mobile), phishing (getting access to a person s
username, password, credit card details etc. using impersonation), denial of service (making a machine or
network resource unavailable to its intended users) , man-in-the-middle attack etc.
Cyber War
•
•

Cyber world has joined as the fifth dimension after land, air, water and space dimensions of security.
This is a type of war which does not involve the use of regular armies. Instead, it destroys the IT
infrastructure of a country, steals important information, promotes destructive activities and is used to
spy on. It is believed that future wars will be fought with computers.

Concerns for India
•

•
•
•

•

•

•

•

DATA :{The 2019 Global Risk Report (World Econonmic Forum) highlights India’s history of malicious
cyberattacks and lax cybersecurity protocols which led to massive breaches of personal information in
2018.
It also specifically mentions the government ID database, Aadhaar, which has reportedly suffered
multiple breaches that potentially compromised the records of all 1.1 billion registered citizens.
In 3rd Global Cybersecurity Index released by the International Telecommunication Union, India
slipped to 47th rank in 2018 from 23rd in 2017}
To ensure good governance, the government has widely adopted information technology (IT) based
products and services in order to ensure efficiency, transparency and accountability; for example,
National e-Governance Program and Unique Identification Authority of India.
{Recently, many major cyber attacks were found to be carried out by ransomware, such as Wanna cry,
Petya and Lucky. In such attacks, the major data or sensitive information of enterprises is encrypted
and then a ransom is sought to decrypt it and make it accessible.}
Also on October 30, 2019 many publications reported that phones of several dozen Indian journalists,
lawyers and human rights activists had been compromised using an invasive Israeli-developed malware
called Pegasus.
Since India is moving towards Digital India' and is working to digitize and link all the information. In this
case, threats of cyber-attacks are a matter of concern.

Such attacks can encrypt important documents by affecting the computers of Indian defense and other
security institutions.
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{Moreover, recently, the United States had accused Russia of trying to influence the US presidential elections of
2016 by hacking websites and e-mail accounts. This has emerged as a matter of warning for the rest of the
world.} Such incidents also highlight India’s needs to develop its digital infrastructure.
Cybercrime and India
Cybercrimes are usually seen in three forms –
(a) Against any person or community, (b) related to manipulation of wealth or property, (c) Against government
or government institution.
Increasing cyber-attacks in India have proved that it is necessary to have the goal of curbing attacks as well
as to achieve efficiency in Digital Warfare.
Due to dependence on the Internet and communication networks, security of the cyber system has become a
part of national priority.
In view of this challenge, the following primary objectives were identified in the 11th Five Year Plan in the field
of cyber security:
•
•
•
•
•

security of cyberspace,
prevention of cyber-attacks,
reducing national vulnerability to cyber-attacks,
minimizing the amount of damage due to cyber-attacks and the time it takes to return to the status quo,
Capacity building.

Examples Of CyberCrime
•

•

•

•

Through a phishing email sent to an employee, hackers accessed the credentials to execute a fund
transfer, swindling Union Bank of India of $171 million; Prompt action helped the bank recover almost
the entire money.
The global ransomware attack took its toll in India with several thousand computers getting locked down
by ransom-seeking hackers. The attack also impacted systems belonging to the Andhra Pradesh police
and state utilities of West Bengal.
The food tech company Zomato discovered that data, including names, email IDs and hashed passwords,
of 17 million users was stolen by an ‘ethical’ hacker-who demanded the company must acknowledge its
security vulnerabilities-and put up for sale on the Dark Web.
Petya ransomware attack made its impact felt across the world, including India, where container
handling functions at a terminal operated by the Danish firm AP Moller-Maersk at Mumbai’s Jawaharlal
Nehru Port Trust got affected.

Explanation of Key Terms






Network and Packet sniffing -Smaller packet bundles of large information are picked and processed by
applications through “off-network”. This kind of application that interprets the network packets is called
packet sniffers. This poses a grave threat to government and business data flow.
Denial of services (DoS) This is the most infamous attack among attacks on communication networks and
most difficult to eliminate. The ease of attack and potentiality of damages make them an important
threat that deserves special attention. Distributed denial of services attack refers to a simultaneous
attack on many systems which temporarily brings down the targeted website/system.
IP spoofing- IP spoofing is an attack from an attacker outside the targeted network by pretending to be a
trusted computer. It can use the IP address of the targeted network or an authorized and trusted IP
address. It leads to the injection of malicious data or command structure in the existing communication
networks between clients.
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Phishing It refers to gaining private and personal information for identity theft, using fraudulent e-mails
making them appear to be received from legitimate sources. Luring targets to give critical information
such as Bank account, credit card details, Login ID, and passwords.
Virus or Trojan Horse attacks Viruses and trojan horse applications are a threat to end-user computers.
Viruses are malicious software attached to a programme to execute a directed, unwanted task on the
user’s workstation. Trojan horse is an application disguised to hide the original identity of attack tools. It
not only attacks the user system but also spreads through engaging in automatic spread to known
systems.

What are the types of cyber threats?
Cyber Espionage It is an act of obtaining secret information using computer networks without the
permission of secret holders from individuals, competitors, enemy countries for economic, political,
military purposes. In 2009, PMO was an alleged victim of cyber espionage by chines hackers.
Cyberwarfare
Cyberwarfare are nation-state actor actions to penetrate enemy/competitor nation’s computers or
networks with the intent of causing damage or disruption.
What are the features of the cyberwar?
• Independent theatre of war due to the development of the internet and sophisticated
communication infrastructure An undefined (virtual) space as it is impossible to protect national
cyberspace by just controlling and monitoring internet networks inside its territory as cyberspace is
truly global.
• It is a No contact war as the attacker does not need to be present at the site of the attack. The
malware like Stuxnet can be penetrated in any link of the global value chain of communications
infrastructure and then controlling the target can be from distant places
• Disguised attacks and attackers make it even more dangerous and untraceable and it surely
complicates cybersecurity policy.
Q) Cyberwarfare is considered more dangerous than even nuclear war, why? Discuss the potential threat of
cyber-attacks for India and suggest some preventive measures.
•
•

•

•
•

•

Nuclear power has a large potential of destroying any country, also has a long-lasting effect, but it needs
missiles, nuclear raw material like uranium, plutonium or thorium,
It needs the development of technology, for fighter planes, warships, and missiles. It needs human
resources in a large number, it needs to develop a system controlling nuclear weapons, it also posses
’accidental risks for the country possessing it.
Whereas a cyber-attack needs nothing that mentioned above. It just needs a group of few computer
masters, hackers, and computer software engineers, who can destroy any country without any arms and
ammunition.
The best example of a cyber-attack was the Stuxnet virus which used for damaging Iranian nuclear
centrifuges; it was possible as hackers got the command over Iran’s centrifuge controlling system.
Hackers with a command made a complex machine to spin beyond its tolerance. Even the Iranian’s were
unable to understand what was going on there. This is the power of a cyber-attack. It can be used for any
system which hackers want to destroy. Just think of if the hackers got control over its enemy country’s
nuclear network system, the can destroy the enemy country, with their weapons only.
If they destroy the power grid of any country, that country could go for a blackout for months. A power
grid cyber-attack has been experienced by Brazil. In this way, they can have control over any digital
system which runs on computer commands, without any physical involvement and can damage things
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sitting in any corner of the world. That is why a cyber attack is considered more dangerous than a nuclear
one.India seems to be more vulnerable to cyber-attacks; there are many reasons for this:
o A large democracy, with a large population, where people believe in the right to privacy, right to
freedom of speech, thought, and expression. They mostly use digital technology to enjoy such
rights.
o Ignorance of safety guidelines like updating security software, changing security passwords
frequently.
o Lacking digital education, having a large number of unaware internet users, and illiteracy remains a
major challenge
o Lack of a comprehensive, verifiable and implementable cyber policy.
o Connecting rural areas digitally, providing free Wi-fi access, increasing the risk by providing easy
entry to hackers in the system.
o The Internet banking systems are also not up to the mark, even though our banks are spending a
large amount to keep their sites secure.
•

Preventive measures
o Set up different bodies to tackle various levels of threats.
o Create a National Critical Information Infrastructure Protection Centre (NCIIPC)
o Create a workforce of around 500,000 trained in cyber-security
o Indigenizing technological development in this regard.
o Promoting education and awareness in this field
o Aim for public-private partnerships for enhancing the security of cyberspace.
o To enable effective prevention, investigation, and prosecution of cybercrime and enhancement of
law enforcement capabilities through appropriate legislative intervention.

 THREATS POSED:
1. Cyber criminals seek to exploit human or security vulnerabilities in order to steal passwords, data
or money directly. The most common cyber threats include:
2. Hacking - including of social media and email passwords
3. Phishing - bogus emails asking for security information and personal details
4. Malicious software – including ransomware through which criminals hijack files and hold them to
ransom
5. Distributed denial of service (DDOS) attacks against websites – often accompanied by extortion
6. Ransomware - extort money by blocking access to files or the computer system until the ransom
is paid.
7. Social Engineering - Social engineering is a tactic that adversaries use to trick you into revealing
sensitive information.
8. Less technically proficient criminals are now able to commit cyber crime, and do so as awareness
of the potential profits becomes more widespread.
9. The evolving technical capabilities of malware evolving harm as well as facilitating new crimes,
such as the crypto mining malware which attacks digital currencies like Bitcoin
Cyber security efforts
Information Technology (Amendment) Act, 2008
(i)
(ii)
(iii)

The Information Technology Act, 2000 was amended in 2008.
The constitution of the Cyber Appellate Tribunal has been provided for in Section 48.
Section 66B provides for punishment for receiving or retaining any stolen computer resource or
communication device.
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(iv)

Section 66C provides for fraudulently making use of the electronic Signature, password or any other
unique identification feature of any other person.
(v) Similarly, Section 66D deals with punishment for cheating by personation by using computer resource.
(vi) Section 66E deals with punishment for violation of privacy that includes capturing, publishing or
transmitting the image of a private area of any person without his or her consent.
(vii) Section 67A of the Act provides for stringent punishment for electronic obscenity, including child
pornography.

Cyber Security Policy, 2013
National Cyber Security Policy 2013: The Policy proposed to: Set up different bodies to tackle various levels of
threats, along with a national nodal agency to coordinate all cybersecurity matters. Create a National Critical
Information Infrastructure Protection Centre (NCIIPC)
•
•
•

•

Under the Cyber Security Policy, 2013, the National Security Council Secretariat is the nodal agency to
monitor all matters related to cyber security.
Special emphasis has been laid on the security of important infrastructure such as defense system,
energy infrastructure, nuclear plant, telecommunication system etc.
The Policy incorporates 14 objectives, such as creating a balanced environment for cyber security in the
country, tax rebates to companies adopting safety procedures, developing effective public and private
partnerships etc.
It envisages to train skilled professionals in cyber security in the next five years through capacity building,
skill development and training.

Other Efforts






State Governments have set up Cyber Crime Cell and there is a special unit in the Central Bureau of
Investigation (CBI) which looks into matters related to cyber crime coming under the territorial
jurisdiction of the Union Territories.
The Indian Computer Emergency Response Team (CERT-In) has been established to provide security
cover to the Internet, communication and government information networks as well as dealing with
cyber security related incidents. Due to increasing concern about cyber-attacks and data theft, the
government has inaugurated a new body called NIC-CERT under the National Information Center (NIC)
of the Ministry of Electronics and Information Technology. This body works for prevention and
mitigation of cyber-attacks.
To deal with emerging security challenges, especially those pertaining to fundamentalists and cyber-fraud
The Union Home Ministry has constituted two new departments- 1) Counter Terrorism and Counter
Radicalization 2)Cyber and Information Security.



Budapest Convention: Considering the huge increase in cybercrime, the Home Ministry is also
considering the signing of Budapest Convention, an international treaty to prevent crimes committed
using the Internet and other computer networks, especially infringement of copyright, child
pornography, computer-based fraud etc.



Cyber Secure India Initiative: In order to strengthen cyber security system in India, the Ministry of
Electronics and Information Technology has announced the Cyber-Secure India Initiative. It will operate
on three principles of awareness, education and competence. Its aim is to spread awareness among all
government departments regarding cyber-crime and to strengthen the capability of employees
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The Information Security Education and Awareness project- This project has also been started by the
Government for the purpose of developing human resources in the field of information security at
various levels.
Cyber-diplomacy: India has entered into cyber security collaborations with countries such as the USA,
European Union and Malaysia. For eg- U.S.-India Cyber Relationship Framework
Indian Cyber Crime Coordination Center (I4C) - It monitors cyber-crimes and acts as an immediate
warning system for law enforcement agencies. The government is focusing on digital transactions to stop
the spread of black money and fake currency. Therefore, there is a challenge to protect digital
transactions in front of the government and the government is taking steps to protect it. Malware &
Botnet Cleaning Center was set up by the government to provide security from all the software that is
harmful to computers and mobile devices.
Malwares
The term ‘Malware’ is contraction of “Malicious Software” and is any piece of software that can do harm
to data, devices or to people.

Working of a Malware






A malware has specific instructions programmed into it which direct the malware to take over as many
devices connected to the internet as possible.
Depending on its programming, the malware turns internet-connected devices into ‘bots’, and starts
building a botnet.
Malwares like Reaper and Saposhi are capable of identifying weaknesses in devices and exploiting them
to turn the devices into bots.
Once a large enough botnet is created, simultaneous pings are sent to a single server, causing a server
failure, which is called a Distributed Denial of Service (DDOS) attack.
Depending on the size of the botnet, malwares can execute multiple DDOS attacks at the same time, or
over a period of time.

Different kinds of Malware include•
•
•
•
•
•
•

Virus: They attach themselves to clean files and spread uncontrollably, damaging a system’s core
functionality and deleting or corrupting files. They usually appear as an executable file.
Trojans: They disguise themselves as legitimate software and tend to act discretely and create backdoors
in your security to let other malware in.
Spyware: It hides in the background and takes notes of what one does online, including passwords, credit
card numbers, surfing habits and more.
Worms: Worms infect entire networks of devices, either local or across the internet, by using network
interfaces. It uses each consecutive infected machine to infect more.
Ransomware: Also called scareware, this kind of malware can lock down computer and threaten to erase
everything — unless a ransom is paid to its owner.
Adware: These can undermine security which can give a lot of other malware a way in.
Botnets: Botnets are networks of infected computers that are made to work together under the control
of an attacker

 CURRENT AFFAIRS
 Ransomware Cyber Attacks
Recently, a ransomware called Wannacry, infected more than 100,000 computers all over the world. There
are many types of malware that affect a computer, ranging from those that steal information t those that
just delete everything on the device. The country most affected by WannaCry was UK, where National
Health Service trusts were impacted, causing widespread disruption to health services.
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Effect on India • India’s vulnerability was higher because most official computers run Windows and regular
updates were not a habit.
• A lot of personal data online is now connected to the Aadhaar data and therefore future such attacks can
make privacy of millions of Indians vulnerable.
Another ransomware attack named Petya was reported about which CERT-In issued an advisory.
 Microsoft launched its “Digital Peace” campaign along with a Cybersecurity Tech Accord aimed at
getting internet & technology industry to better protect their customers’ privacy & security against
cyber attacks.
 At UNESCO Internet Governance Forum (IGF) meeting convened in Paris, “The Paris Call for Trust
and Security in Cyberspace” was commenced, aimed at developing common principles for securing
cyberspace.
 Cyber Surakshit Bharat Initiative to strengthen Cybersecurity ecosystem in India. It is first
publicprivate partnership of its kind and will leverage the expertise of the IT industry in
cybersecurity.
 The Ministry of Home Affairs notification through its Cyber Coordination Center on ZOOM
Application after Computer Emergency Response Team’s (CERT-IN) raised concerns on video
conferencing through the app in lockdown situation once again exposed the threats to the internal
security through communication networks.
Q) It has been argued that the success of Digital India is critically dependent on the way we handle our cyber
security. Examine.
Answer:
In order to transform the entire ecosystem of public services through the use of information technology,
Government has launched Digital India programme with the vision to transform India into a digitally
empowered society and knowledge economy.
Online Cyberspace touches nearly every part of our daily lives through broadband networks, wireless signals and
mobile networks. Digital India will further bring all the government and citizens’ data and transactions in
cyberspace and will bring transparency, efficiency and citizen participation in the public governance.
However, cyber space is under constant threat because: • India has little control over hardware used in India as
well as the information carried on internet.
• India’s infrastructure is susceptible to espionage, which involves intruding into systems to steal
information of strategic or commercial value; cybercrime, referring to electronic fraud or other acts of
serious criminal consequence; attacks, intended at disrupting services or systems for a temporary period;
and war, caused by a large-scale and systematic digital assault on India’s critical installations.
• Constant cyber attacks in Banking sector, Social media accounts and even government websites
exemplifies the need of having strong cyber security infrastructure.
• No national security architecture that can assess the nature of cyber threats and respond to them
effectively.
• Security risk associated with using Open Source Software.
• Lack of personnel trained in cyber-security, although mandated by National Cyber Security Policy (NCSP).
These vulnerabilities in the cyberspace put the success of Digital India programme at risk, in fact, if cyber-security
is not adequate then it can cause more harm than benefits. It can threaten the national security, privacy of
citizens, financial security and make poor citizens vulnerable to fraud and cheating.
Therefore, cyber-security architecture needs to be strengthened for optimising benefits:
• Developing a comprehensive cyber-security policy with emphasis on protection of scyber infrastructure
and data.
• Addressing loopholes of NCSP and implementing it earnestly.
• Establishing National Cyber Security Agency (NCSA) guided by a document outlining India’s cyber
strategy, much like its nuclear doctrine.
• Training of personnel in cyber-security and harnessing the highly skilled IT workforce. Lessons can be
learned from China, which has developed robust cyber security infrastructure.
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• India should develop legal architecture to deal with increasingly complex cybercrimes.
Thus, it is important that India streamline its cyber-security apparatus for the success of e-governance initiatives
and electronic services provided in the country both by government and private enterprises. It would be prudent
to take help of private sector, which has developed a world class IT and ITES industry in the country for this
purpose.
Way forward • Cyber deterrence: It is of two kinds – defensive and offensive. India needs to make a proper
assessment of an offensive cyber doctrine adopted by many countries where they are acquiring offensive
capabilities by building bits of software called ‘cyberweapons’ to do enormous damage to the adversary’s
networks.

Q)"Indian cyber laws lack teeth to bite data hackers." Analyze.
Answer:
The current cyber laws are not sufficient to deal with data hacking in India. A lot more needs to be done under
the Indian cyber security law to deal with hackers:
• Indian information technology (IT) laws are not stringent enough to deal with hacking instances. In case
any university or institute network is hacked by someone, the maximum punishment is three years and
Rs. 5 lakh fine under Section 66 of the Information Technology Act.
• In the 14-odd years since Internet has been commercially introduced in our country, India has got only
three cyber crime convictions.
• Hacking is a bailable offence in India, unlike say, the US, where it is a non-bailable offence.
• Keeping in account human behavior and psychology, it will be but natural to expect that the concerned
cyber criminal, once released on bail, will immediately go and evaporate, destroy or delete all electronic
traces and trails of his having committed any cyber crime, thus making the job of law enforcement
agencies to have cyber crime convictions, a near impossibility.
• It is often difficult to attribute guilt using the existing statutes since the act of trespassing into a system
and tampering with virtual data is not specifically defined in law.
• In the US and Europe, there is a complete legislation dedicated to data protection
• However, under the Indian law, there are only two related provisions. And even under these, there is no
clarity.
• While hacking attacks remain under the jurisdiction of cyber laws, it is the lack of privacy laws in India
that allows cyber criminals to misuse user's data on social networks.
• Cyber criminals recognize the confusion over cyber laws and are making the most of it. In most forms of
cyber attacks on social networks, it is the user who clicks on malicious links and, unknowingly, passes on
the virus or spam to his contacts. There are no specific provisions in Indian cyber law to deal with these
kinds of threats.
• In the US, when the Sony Playstation network was hacked, users filed lawsuits against the company. In
India, users who lost their data could do nothing against the company.
• Cyber crimes like data hacking in India are investigated by a low-level police inspector. The efficacy of
such an approach is hardly likely to withstand the test of time, given the current non- exposure and lack
of training of Inspector level police officers to cyber crimes, their detection, investigation and
prosecution.
The expectations of the nation for effectively tackling cyber crime and stringently punishing cyber criminals have
all being let down by the extremely liberal IT act, given their soft corner and indulgence for cyber criminals. All in
all, given the glaring loopholes as detailed above, the IT Act are likely to adversely impact all users of computers,
computer systems and computer networks, as also data and information in the electronic form.
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Q) Crisis Management Plan for Cyber Attacks is inadequate without Public Private Partnership (PPP) in Critical
information Infrastructure. Examine.
Answer:
Department of IT of govt. of India has identified critical IT-dependent infrastructure, namely Defence, Finance,
Energy, Transportation and Telecommunications.
The following analysis of some of these sectors shows that a significant part of the Critical Information
Infrastructure (CII) is owned and operated by the private sector in India:
• The telecom sector is mostly governed by private players, except MTNL and BSNL. The global undersea
cable communication infrastructure(GUCCI) is largely owned by private players.
• The banking sector, where more than30% of the transactions are done online, and the value of these
transactions is over 80% of total transaction value, has a large number of foreign and private banks.
• Stock Exchanges – The major stock exchanges BSE and NSE are private players, wherein most of the
transactions are done through the electronic medium.
• The airline industry is dominated by private players, with Air India being the only government enterprise.
• Energy and Utilities – Though this sector is largely dominated by government players, the distribution in
major cities is largely controlled by private partners.
Thus, the private sector is equally important when it comes to securing a nation’s cyberspace.
However, the government cannot leave it to the private sector alone for securing its own CII. This is because if
any cyber-attack takes place on CII owned by a private company, the consequences of such an attack may have
an adverse impact on the entire nation and not restricted to the company owning the CII. For example, if there is
a cyber-attack on one of our national stock exchanges, it could possibly bring down the entire trade operations,
impacting the economy and creating panic among investors.
Therefore, there is an urgent need of appropriate collaboration and partnership between the government and
the private sector for securing CII and the private sector needs to be greatly involved in government’s cyber
security initiatives through various mechanisms, which can include PPP in the following areas:
• Security Information Sharing and Analysis
• Innovation in Regulatory Approach
• Innovation in Security Programs
• Pro-active threat and vulnerability management
• Promoting best practices in CII
• Assessing and monitoring security preparedness
• IT supply chain
• Taking leadership and partnership in international efforts like Financial Action Task Force (FATF).
• R&D, capacity building, creating awareness in general masses and collaboration in specific areas such as
defence etc. are other prominent areas which seek the PPP in CII.
Q)What is CyberDome Project? Explain how it can be useful in controlling internet crimes in India.
•

•

•
•
•
•

Cyber dome Project is conceived by Technological Research and Development Centre of Kerala Police as a
public-police participation model is aimed at combating emerging cyber threats through effective
policing.
Cyber dome is a Centre of Excellence for Kerala Police, to meet the long-term security challenges in the
digital arena of the modern world, by bridging the gap between the latest changes and innovations in the
cyber space and the skill set development of Kerala Police, in combating the emerging cyber threats.
Cyber dome is conceived as a Cyber Centre of excellence in cyber security as well as technology
augmentation for effective policing.
It envisages as a high tech public-private partnership Centre of collaboration for different stakeholders in
the domain of cyber security and handling of cybercrimes, in a proactive manner.
It is envisaged as a collaboration Centre for both the public and private fraternity to converge and share
information, as well as resources that will escalate the safety of our cyber space.
It can be useful in controlling internet crimes in India.
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One of the main objectives of the Cyberdome is to prevent cyber-crimes through the development of a
cyber threat resilient ecosystem to defend against the growing threat of cyber-attacks by synergizing with
other departments and nodal agencies of the State.
Cyberdome makes a collective coordination among the Government departments and agencies,
academia, research groups, non-profitable organizations, individual experts from the community, ethical
hackers, private organizations, and other law enforcement agencies in the country, with an aim of
providing a safe and secure cyber world for each and every citizen in the state.
Cyber Intelligence: Cyber dome has a key role in providing insights for cyber intelligence by tracking and
analysing the activities of the cyber world.
Social media analytics, anti-piracy measures on the internet, virtual policing, monitoring of online sex
rackets, preventing child pornography, and countering cyber terror activities are the key focus areas.
Cyberdome is operating an online office of technical experts, ethical hackers, and competent cyber
security professionals, who assist the police in the area of cyber security, cybercrime investigation and
domain knowledge updating.
Cyber security: Primary focus area of Cyber dome is cyber security as the protection of the departmental
systems, networks and data in cyberspace.
Cyber forensics have been developed to track the area of crime and develop knowledge about them.
In March 2017, Cyberdome notched up a remarkable victory when it forewarned the Kerala government
of a possible ransomware attack.
Cyber dome is to provide continuous attention that is required to protect sensitive government and
personal digital assets to safeguard national security.
Ethical hackers working for Cyberdome had exposed a vital security vulnerability in the State’s Integrated
Financial Management System
Cyberdome has developed cyber-surveillance tools to detect and convict those responsible for industrial
espionage. The tools unearth moles that lie deep in critical information networks and siphon off data
clandestinely.
Cyberdome has used social engineering as the lynchpin of its policing strategy to snoop on radical groups
that use the net for extremist activities.
Law enforcers often use deception as a tool to insinuate themselves into such shadowy groups. They use
fictitious online identities to manipulate suspects about divulging actionable information.
Cyberdome has launched a covert cyber-surveillance and infiltration programme crack down on child
pornography.
Images of children captured furtively on mobile phones are increasingly finding their way to porn
websites, and Kerala is a significant contributor. The operation, code-named P-Hunt, resulted in the
arrest of 22 persons in March.
Various activities such as organizing workshops in cyber security for police officials, government
departments, and for school and college students are also being planned to be undertaken under Cyber
Dome.

ROLE OF MEDIA AND SOCIAL NETWORKING SITES IN INTERNAL SECURITY CHALLENGES
“The internet is the largest experiment involving anarchy in history. (…) It is a source for tremendous good and
potentially dreadful evil, and we are only just beginning to witness its impact on the world stage.” - Eric
Schmidt, Executive Chairman, Google and Jared Cohen, Director, Google Ideas
Any communication channel through which any kind of information, news, entertainment, education, data,
promotional messages etc. can be disseminated is called media.
The term “social media” refers to internet-based applications that enable people to communicate and share
resources and information. Social media can be accessed by computer, smart and cellular phones.
The role of media in a democracy like India:
• Inform and educate people objectively, impartially and in an unbiased manner about security threats and
challenges
• Unbiased reporting with the restraints of self regulations
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Promotion of the principles of healthy democracy
Respect for the Constitutional Provisions
To build a bridge between people and governments at the national level
Uphold fairness, justice, national unity and international cooperation
Inform, educate, entertain, publicize and most importantly correct the excesses in any society.
Highlight the trouble spots in the society and press the government and public to devise suitable
mechanisms to eliminate them
Shape the perceptions of government, influence public opinion, promote democracy, good governance as
well as influence peoples’ behavior and support people- oriented policies
It has to play a role for preserving and pursuing the national interests of the state and highlighting its
perspective along with the global issues.

How Media can mislead? – Threat to Internal Security
{“The coverage of the Mumbai terror attack by the mainstream electronic media has done much harm to the
argument that any regulatory mechanism for the media must only come from within”, the Supreme Court 2012
Supreme court in its ruling after 26/11 slammed the TV channels for live coverage of the 26/11 Mumbai terror
attack.
"Any attempt to justify the conduct of the TV channels by citing the right to freedom of speech and expression
would be totally wrong and unacceptable in such a situation. The freedom of speech and expression, like all other
freedoms under Article 19, is subject to reasonable restrictions. An action tending to violate another person’s
right to life guaranteed under Article 21 or putting the national security in jeopardy can never be justified by
taking the plea of freedom of speech and expression. }
 Terrorism and Radicalization through social media
 New techniques are getting more popular among terror outfits. These microblogging sites. The use of
encryption in messaging, makes it very difficult to decipher their intent.
 Many terrorist organizations have also built their own websites on which they post their videos and other
promotional materials.
 Social networking sites are not only used to disseminate their ideologies but also to get new recruits.
 According to a recent report, through the social media, Pakistan s intelligence agency ISI is radicalizing
the young Sikhs in Canada and Britain.
 Terror outfits use online payment systems to raise money. Digital currency like Bit coin is also being used.
 Considering the recruitment of Indian youth through social media by radical elements, the Home Ministry
has appointed cyber and social media advisors to help track fundamentalists on social media.
 Data theft
• The issue of data theft is another emerging challenge, as evident from the recent news of theft of data of
some of the Facebook users.
• The theft and misuse of data underlines the importance of protection of the data. In this direction, the
European Union (EU) has recently created a new law i.e. General Data Protection Regulation (GDPR).
• There is no such separate law available for data protection in India. But in order to safeguard the
personal data of the citizens, a committee was constituted under the chairmanship of B N Srikrishna. It
recommended the Data Protection Bill.
•
•

The Personal Data Protection Bill, 2019 is important because of the urgent need to regulate how a user’s
data is protected. It has been listed for this Parliament winter session of 2019.
The recommendations of B N Srikrishna state that “any person processing personal data owes a duty to
the data principal to process such personal data in a fair and reasonable manner that respects the privacy
of the data principal.” Any and all personal data that is collected must be processed only for purposes
that are clear, specific and lawful. The draft bill also clarifies any personal data that is collected must be
processed only for the purpose it was collected for in the first place.
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The same committee also issued a white paper on the Data Protection, in which it has mentioned 7
principles• considering the evolving technology, the law must be flexible
• the law should be applicable on public and private sector, both
 the data must be genuine and the person from whom the data is being taken should be fully informed,
• the data processing should be minimal and it should be done only for the purpose for which it has been
asked
 data controlling agencies should also be responsible for any data processing, (vi) the schedule of
implementing the data protection framework should be fixed by an empowered statutory authority
• There should be sufficient penalties to discourage any misconduct
 Hate speech and fake news
 Information based on the wrong facts and vested interests is called 'fake news'. It is emerging as a major
problem in the era of information technology and social media has a major role in its spread.
 Fake news has its impact on matters of elections, policy formulation, and law and order. India, along with
the US and China, has one of the highest numbers of Internet and social media users.
 This makes India a potent place for spread of fake news, which explains the rise in spread of fake news in
India, in recent times.
 Prohibition of fake news is a very difficult task because it is often linked with the freedom of expression.
 There is no special legal provision for their prohibition. However, complaints can be raised with the
Indian Broadcast Foundation and Broadcasting Content Complaint Council regarding fake news.
 If the fake news comprises a hate crime, then FIR can be registered under section 153 and 295 of Indian
Penal Code. If a fake news attempts to tarnish the dignity of a person or organization, then civil or
criminal cases can be lodged on defamation charges.
 The government has formed the T. K. Viswanathan Committee in view of the increasing incidents of hate
speech. It was asked to recommend a legal mechanism to deal with such cybercrimes which promote
hate speech and violence. In addition, it was also tasked to examine the report of the Law Commission on
the hate speech.
The Committee has recommended strict provisions, as highlighted below:
(i)

Amend Section 153B of IPC to ban the promotion of hatred through online activities on the basis of
religion, caste, sex, community, tribe, sexual orientation, birthplace, language etc.
(ii) Amend Section 505A of IPC to prohibit incitement of fear and violence on the basis of identity.
(iii) The Committee has also recommended the appointment of Cyber Crime Coordinator in all the states
and constituting a Cyber Crime Cell in every district.
 Information Technology (Amendment) Act, 2011
• The Act clearly states that not only bloggers who are blogging with malicious intent but also all
intermediaries including all search engines and websites and Internet Service Providers (ISPs) and cybercafes, will be held liable for damages on the complaint filed by the individuals or group of individuals.
• If social networking sites and search engines hurt the communal harmony and integrity of the country,
they can be booked under various sections (IPC-Section 153 A, 153B and 295A). This applies to the cases
of spreading hostility, hurting religious sentiments of a particular community etc.
 Recent Internal Security Crisis engendered by Social Media
• Mobile and social network interfaces were used to send offensive clips and hate messages that triggered
panic and mass exodus of north east Indians from large parts of India in the aftermath of the ethnic
clashes in Assam in 2012.
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In 2013, a morphed video on YouTube was used to fan communal riots in Muzaffarnagar in Uttar
Pradesh.
A propaganda video released by ISIS shows alleged Indian Jihadists fighting in Syria and calling for more
Indian recruits to join the cause.
The Ministry of Home Affairs (MHA) annual report used a picture of the Spain-Morocco border to show
Indian border floodlighting.
Child kidnapping rumours lead to lynching by a mob in Jharkhand.

 ISSUES
• Misinformation and disinformation spread in the media is becoming a serious social challenge. It is
leading to the poisonous atmosphere on the web and causing riots and lynching on the road.
• In the age of the internet (WhatsApp, Facebook, Twitter,) it is a serious problem as rumours, morphed
images, click-baits, motivated stories, unverified information, planted stories for various interests spread
easily among 35 crore internet users in India.
• There have been many instances of online rumours leading to killings of innocent people. In some cases,
ministers have deleted tweets after realizing the fake news which they shared earlier.
• In India, WhatsApp is the platform most vulnerable to fake news. Millions of Indians (a vast percentage
is uneducated) using mobile internet innocently forwarding ‘good morning’ messages every day are seen
as most vulnerable to fake news.
• In the recent Karnataka Assembly elections (2018) fake news about rival parties and candidates flooded
the media.
• The biggest challenge for internal security of nation through social networking site is cyber terrorism.
Today terrorists select Social Media as a practical alternative to disturb the function of nations and other
business activities because this technique has potential to cause huge damage.
• Social networking sites also invite fraudsters to take excellent opportunities to become wealthy by
applying deceiver schemes.
• As the Internet is growing explosively, online criminals try to present fraudulent plans in many ways.
Social networking sites also pose a major challenge in financial and organized crime which destabilizes
the system. It creates a threat to a company's security because of what employees might disclose and
they are on prime target for cyber criminals.
• Some countries in the world feel threatened by the fact that social media can bring the people together
and thus, create a revolution. This in turn can cause political instability.
• We are also witnessing the growth of the “new media phenomena” in India where traditional media
(mainly television) is increasingly relying on social media to feed its 24-hour news cycles and picking
content and coverage led by social media trends, posing multi- dimensional implications for law and
order as well as security.
• Mobile and social network interfaces were used to send offensive clips and hate messages that triggered
panic and mass exodus, snowballing into a cyber-security challenge and exposed a facet of the medium
that has become a potent tool for radicalisation by terror groups.
• The way information is exchanged in real time, has triggered an information revolution the world over
that has forced people, governments and organisations, to rethink strategies on how they manage their
information in an increasingly interconnected world.
• Hackers write or use ready-made computer programs to attack the target computer. By using Social
Media they breach the national security and steal important data of defence or other strategic sectors.
This can kneel the whole country without using Arms and Ammunition.
• Social networking sites also pose major challenges in financial and organized crime which destabilizes the
system. It creates a threat to a company's security because of what employees might disclose and they
are on prime target for cyber criminals.
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Q)The Supreme Court of India on the reckless media coverage of the 26/11 attacks noted that - “By covering
the attack live, the Indian TV channels were not serving any national interest or social cause. On the contrary,
they were acting in their own commercial interests, putting national security in jeopardy.” In the light of the
above observation, mention the principles and concerns that mass media should keep in mind while reporting
sensitive and dangerous issues.
Approach:
The concerns indicated should be comprehensive, covering the aspects of impartiality, objectivity, sensitivity,
privacy and national security. There is no need to go into a criticism of media in Mumbai terror attacks. The
statement is only to highlight the importance of sensitivity in media reporting.
Answer:
Media, due to its power to influence the decisions of others and its role of information, education and
communication, is considered as the fourth pillar of democracy. Hence, it becomes necessary that media follows
certain principles of self-regulation so that it does not create, intentionally or unintentionally, problems for
national security and law and order.
Some important principles to be followed by the media are:
1. Impartiality and objectivity in reporting: Viewers of 24-hour news channels expect speed but that should not
be at the cost of accuracy and balanced reporting. If errors in reporting have been made, they should be
promptly admitted and corrected.
2. Ensuring neutrality: Equal opportunity must be given to all parties and actors to present their point of view.
Neutrality does not mean giving equal space to all sides but it must be ensured that allegations are not portrayed
as facts.
3. No glorification of crime and violence: Media should exercise restraint to ensure that any report or visual
broadcast do not induce or glorify violence. Specific care must be taken not to broadcast visuals that can be
inflammatory.
4. Special care in cases pertaining to women and children: In reporting cases of sexual assault or other cases
involving privacy of women, their personal details should not be divulged. The identity of victims of child abuse
and juvenile delinquents should be kept secret.
5. Refrain from obscenity: News channels must ensure that they do not show nudity or use sexually selective
language.
6. Respect individual privacy: Channels must not intrude into personal affairs of individuals unless there is a
clearly established larger and identifiable public interest.
7. Should not endanger national security: News channel should refrain from allowing broadcasts that encourage
secessionist groups and interests. They should not reveal information that endangers lives and national security.
8. Refrain from sensationalizing: Media should take care that they do not indulge in sensationalizing news to
gain more TRP. Special care is needed in instances of communal violence and sectarian conflicts to ensure that
biased and prejudicial reporting is not done.
The Supreme Court’s observation should act as an early warning to the media, which has been blinded by the
need for greater audience and TRP. Self-regulation is the best form of regulation, especially in case of media.
Hence media should try to stick to above principles so that its freedom remains ensured.
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Q)“While social networking sites have created a seamless and interconnected platform for communication,
they have also created many challenges for our internal security”. Comment.
The biggest positive of the social networking sites is that anybody can freely access them and use them for selfexpression. Social networking site have reduced the communication barriers among the people. Many
organisations are known to use social media strategies to reach out to customers and peers quite successfully.
Even the governments have been using social media for broadcasting information about schemes and
programmes to a great effect.
While at the same time the biggest danger lies in the possibilities of misuse of these sites from within or across
the borders by anyone, either individually or through organized means. These sites are a store house of personal
information and mass dispersion of information both; hence, there misuse can pose major security threats.
Social security sites posed major internal security threats in past
1. Misuse of social media sites to ignite communal passions: Intelligence bureau Chief Asif Ibrahim in 2013
pointed out that misuse of social media to fan communal tensions was the biggest threat to internal security,
giving the example of a video that was circulated to incite communal violence in Muzzaffarnagar. Hand of Indian
Mujjahidden was suspected in the same.
2. It can cause mass panic, confusion and spontaneous reactions through misinformation: The unprecedented
cyber terrorism unleashed against people from North-East triggered big exodus within the country, with the
north-eastern people fleeing major areas in Karnataka, Tamil Nadu, Maharashtra. All the sites were found hosting
inflammatory and hateful content against people from north east inciting violence against them.
Why have these sites been able to pose a threat to internal security? The Problems:
•
•

•

Proxy servers and virtual private network services which conceal the user identity operating from a
number of countries appear to have been used for inciting passions and spreading misinformation.
Google, you-tube, Twitter and Blogspot.com, do not show willingness to share the IP addresses of the
users and their information directly who indulge in cyber terrorism. They request the governments to
approach them through US government as they function under US IT laws, although India has a mutual
legal assistance treaty with them.
Google was more cooperative and any content which could incite violence was already blocked on it, but
other sites like twitter refused to remove a major chunk of the inflammatory content, siting that
inflammatory content was outside the jurisdiction of the country.

The government finds itself in a new information battlefield with no contingency plan, for the moment. Impulsive
reaction was an immediate crackdown but, India has become second highest user of facebook., this is an
audience that the government should reach out to, along with keeping a track that no population become victims
of cyber-attacks.

Q)While social media is being increasingly used to instigate communal riots and create social tensions, any
effective strategy to check its misuse must balance security concerns and individual rights. Discuss in the
context of recent developments in India.
In recent years, the social media has been increasingly used (in India) to instigate communal and social tensions.
Law enforcement agencies have witnessed a worrying trend in last few years where social media posts and
circulation of doctored audiovisual material over social networking site led to communal incidence.
•

•

Riots in Muzaffarnagar, exodus of people from North-East from southern states are some of the events
that highlight the threat from social networking sites. Circulation of inflammatory audio-visual material
was the prime factor in these incidences.
In response there is tendency among law enforcement agencies to impose additional restrictions on what
is said and propagated on the social media. Any strategy to check the misuse of potential threats from
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the social networking site may lead to curtailment of fundamental rights guaranteed in constitution.
Indian government amended the Information Technology Act (IT Act 2000) in 2009 to include section
66A aimed at checking misuse.
However, its blatant misuse led to denying rights essential for healthy democracy. The Supreme Court of
India recently passed a judgment declaring the section as unconstitutional. The case highlights the
importance of a proper balance between civil liberties, individual human rights, and the responsibility of
the state to maintain peace and order.
It is not a simple case of misuse of law. In fact, the law suffers from the vice of nonapplication of mind. A
bare reading of the section reveals how vaguely worded it is. It prescribes a maximum punishment of a
prison term of 3 years with fine for sending information that is "grossly offensive" or has "menacing
character" and for sending e mails causing "annoyance or "inconvenience" to the recipient.
However, information technology has been recurrently exploited to harass or create public disorder
cannot be denied. Section 66A has proved to be a useful remedy, particularly in situations of sensitive
nature concerning religious and communal sentiment; for instance the episode of the exodus of northeast students from Bangalore where the Police Authorities were forced to take recourse to section to
avoid spreading of rumours to incite violence against persons of the North Eastern community.
Such instances where religious and communal harmony have been disrupted by
publishing/transmitting inflammatory content in the form of texts, mails, posts, etc. have to
undoubtedly be deemed as “grossly offensive”.
A multi-racial, multi-cultural country like India, where free speech is susceptible to misuse on sensitive
grounds of communal, political and religious bias, needs reasonable restrictions to check misuse. Best
way to address the concerns is to come with amendments to the scraped section so that it reduces the
discretion in the hands of frontline officers.

We need non-legal initiatives by the government, the media, schools, not-for-profit organizations, religious and
caste associations and a slew of other groups to further empower users to deploy such strategies to fight abuse
and hate speech over the internet.

Potential of Defence Manufacturing in India
1) Achieving strategic independence- so as to give India the necessary operational preparedness and
reduce dependence on foreign nations.
2) Cost effective defence equipment- could be obtained by the forces, rather than spending crucial FOREX
on foreign procurements.
3) Generation of employment- Indian policy seeks to a turnover of Rs.1.7 trillion in defence sector by 2025,
with an additional investment of Rs. 70,000 crore, creating two-three million jobs.
4) Defence exports- The government has earn resources to the tune of Rs. 35,000 crore. Also it can add to
India’s soft power and negotiating ability with other countries.
Initiatives to improve Defence manufacturing in India.





Government is establishing two Defence Industrial Corridors (Uttar Pradesh and Tamil Nadu).
Launch of ‘Mission Raksha Gyan Shakti’ which aims to provide boost to the IPR culture in indigenous
defence industry.
Defence Investor Cell has been created in the Ministry to provide all necessary information required for
investment in the sector.
Innovations for Defence Excellence (iDEX) has been launched for engaging Industries Individual
Innovators, R&D institutes and Academia.

63

Telegram : RaghukulCS






YouTube : RaghukulCS

Website : upsccurrent.com

Government has notified Policy for indigenisation of components and spares used in defence platforms.
It seeks to create an industry ecosystem which is able to indigenize the imported components for
defence equipment.
FDI Policy has been revised to allow under automatic route upto 49% and beyond 49% through
Government route.
A Technology Development Fund (TDF) has been setup to encourage participation of public/private
industries especially MSMEs, through provision of grants.
Steps are being taken to discontinue the preferential treatment given to Defence Public Sector
Undertakings (DPSUs) to create a level playing field.

Defence Procurement Procedure (DPP)-2016 focuses on institutionalising, streamlining and simplifying defence
procurement procedure to give a boost to “Make in India” initiative, by promoting indigenous design,
development and manufacturing of defence equipment, platforms, systems and sub-systems
Role of Private sector in Defence procurement
1) Effective use of defence budget: At present, major part of the defence budget is spent in importing
foreign equipments with no transfer of technology. With increased participation of Private sector
indigenous capacity building and durable asset creation will be the benefits which would reduce import
dependence
2) Growth in economy: Defence, being a major manufacturing sector, acts as a multiplier in the economy,
which would lead to entrepreneurship, investment and employment.
3) Procurement will be streamlined: dependence on foreign players causes delay in procurements and at
times substandard quality is provided by them, there are issues regarding getting the spare parts too.
4) Strategic Autonomy & self-reliance: this becomes very important in critical situations like war. During
Kargil war, US had withdrawn its GPS support which had a severe impact on casualty.

INDIA’S TRANSITIONS FROM DEFENCE MARKET TO EXPORT HUB
The government plans to give the defence sector a $ 25 billion share in the $ 1 trillion Indian manufacturing
economy to be reached by 2025
Recent Reforms in Defence Sector to boost Exports:
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The provision of ‘in-principle’ approval for export incorporated in the Standard Operating Procedure
(SOP) so that domestic players can explore opportunities in overseas markets.
Setting up of ‘Defense Exports Steering Committee’ (DESC) for taking decisions on proposals of
export permissions particularly related to the export of indigenously developed sensitive defense
equipment and for monitoring overall progress of defense exports.
Setting up of Defense Investor Cell, Society for Indian Defense Start-ups, innovations for defense
excellence platform (iDEX), different startup challenges, hackathons etc.
Decision to establish defense industrial corridors in UP and Tamil Nadu.
Department of Defence Production has provided a list of 51 items to the industry lobbies to identify
how many of them can be manufactured in India and made available for exports.
It has also proposed a series of amendments to the Defence Offset Guidelines to open up new
avenues for discharge of offset obligations by foreign vendors. Among the new avenues are:
investment in specified projects in defence, aerospace and internal security such as testing labs,
testing ranges and skill centres
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Indian army: Issues and Grievances
1) Skewed Promotions Trends – Bypassing seniority
The new Army Chief, General Rawat, was third in line according to the convention of seniority. However, he
was made the Chief, bypassing protocol/convention. Although there is no legal basis to challenge the same,
the move has raised eyebrows both within and outside the Army circles. Those unhappy with the decision put
forth a host of arguments.
Merit and experience in combat as deciding parameters in the appointment is inconclusive. Army is not
meant to be only a counter-insurgency force. Hence a greater experience in that domain shouldn’t put a
candidate at an advantage.
It would set a bad precedent for future appointments in the Army and other institutions. The increased
politicization might lead to a politico-army nexus which might see the army officials play to the gallery rather
than be objective with their policies.
A Muslim officer was second in line. Given the anti-minority attitude allegations against the government, this
move only adds fuel to the fire.
2) Service related bias – Favour towards one service wing
The claim that there exists intra-Army bias lopsided in favour of certain services is another worry.
It is evidenced by the fact that the last four Army chiefs have all been from the same service wing-Infantry.
A clear preference for Infantry over Artillery, which in-turn supersedes Engineers and Signals have also been
observed in promotions. This preference is observable in the time-frame for promotion in different services –
Infantry – 2 years, Artillery – 2.5 years and Engineers and Signals – 3 years.
This differential promotion criterion was established by the Ajai Vijay Singh Committee recommendations,
which were upheld by the Supreme Court in Feb 2016.
3) Regiment bias
To add to the misery, a preference for personnel from own regiment has also been observed
Nutritional Issues – Quality and Quantity concerns
It was Napoleon who quoted the right words – an army marches on its stomach.
In this light, the video blogs highlighting poor and unhealthy diet being served to the army personnel is
disheartening.
The claimants have pointed out that rations that reach them are merely 40% of that mandated on paper.
4) Leave policy – Discrimination
There have been instances of discrimination in allowing leaves as well.
Reluctant leave policies that are rooted in mistrust and corruption do no good to the institution either.
There have been alarming reports like that of leave being denied for 10 months to an army personnel. This
clearly reflects the apathetic attitude that our heroes are challenged with
5) Continuation of certain colonial practices
Although we have left behind our dark colonial past, the past seems to have been ingrained into our societies
so deeply that cultural colonialism of those days still persists. This was manifested in revelations about the
existence of certain practices within the Army that were aimed at mistreating the Indian soldiers during the
colonial era.
1. SAHAYAK SYSTEM
As the name suggests, soldiers in this system are forced to do domestic chores for senior officers, acting as
their ‘sahayaks’.
This includes petty chores like washing clothes, polishing shoes, walking the officer’s dogs etc.
2. BUDDY SYSTEM
Although the intent of this approach, which is also being emulated in corporates, is easy integration of new
joiners, the system has been exploited by higher officials for selfish interests.
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Soldiers are deputed to senior officers to learn better, but they end up serving them, doing their personal
chores instead.
Rising suicides and fratricides
It is no secret that cases of suicides and fratricides are common in the Army.
Statistics revealed by Parliamentary Standing Committee on Defence, 2003-2013, for instance, point out
disturbing numbers: 1666 suicides and 109 fratricides (killing/shooting comrades)
6) No proper grievance redress mechanism
There have also been complaints of court martial being used as a tool to harass complainants.
Victimization of the accused rather than bringing him to justice seems to be the undertone.
Existential crisis
While the Indian Army, the Navy and the Air Force are under the Defence Ministry, the 7 paramilitary forces
are under the Home Ministry.
This has resulted in certain peculiar distinctions where paramilitary personnel seem to be given stepmotherly treatment.
For instance, there is no grievance redress mechanism for the paramilitary. The Armed Forces Tribunal (2007)
comes under the Defence Ministry and hence, excludes the 7 paramilitary forces.
Instead, paramilitaries follow Security Force Court (a court martial like system). This court can also pronounce
death sentences, although no appellate mechanism is supported except a petition.
Besides, constitutional limitations like those enlisted in Article 33 impose limitations on usage of writ
petitions as well.
Current - OPV SARTHAK
Recently, an Offshore Patrol Vessel (OPV) for the Indian Coast Guard (ICG) was launched and named as Indian
Coast Guard Ship ‘Sarthak’.
OPV Sarthak is the 4th in the series of the indigenous project for 05 OPVs.
Development: OPV Sarthak has been designed & built indigenously by M/s Goa Shipyard Limited (GSL) in line with
the government’s vision of ‘Make in India’.
It has about 70% indigenous content, thus providing the necessary fillip to the Indian shipbuilding industry and a
giant leap towards achieving ‘Atmanirbar Bharat’.

What is the need for reforms in the Defence sector?
o The geopolitical compulsions make it imperative for our defense forces to be ever-ready for any
contingencies. South Asia is the second-most unstable region in the world after West Asia and we must
not be complacent based on our past military achievement.
o With a rising possibility of a two-front war on Western and North-Eastern front, the rising Chinese
aggression, India faces a serious threat to its territorial sovereignty.
o The Strategic angle of the Belt and Road initiative has been a cause of concern for defense experts.
o Not only these traditional threats, increasing instability in world order, US pulling out of Afghanistan, the
threat of Taliban forces eying India are important concerns.
o Indian defense planning has been mostly retrospective rather than pro-active which are laced with kneejerk reactions to emergency situations despite the imminent threats.
o There is a lack of funds for the modernization of the defense forces and infrastructure. For long the
defense budget has been less than 2% of the GDP. The post parliament attack mobilization delays put
forth very fundamental issues with respect to force deployment. Various committees in the past have
had concerns about tri-services co-ordination.
o The only time a serious security review was undertaken in the recent past was after the Kargil Conflict of
1999 when the Kargil Review Committee (KRC) headed by the late K. Subrahmanyam was appointed.
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Shekatkar Committee Recommendations
The military reforms committee – under Lt General (retired) DB Shekatkar – was set up by then defence minister
Manohar Parrikar in 2015.
The 11-member committee was established with a mandate for “Enhancing Combat Capability and Rebalancing
Defence Expenditure”.
The committee submitted its report on December 21, 2016.
Shekatkar committee had made recommendations on enhancing the combat potential of India’s three armed
forces, rationalising the defence budget, and improving the teeth-to-tail ratio (It is the amount of military
personnel it takes to supply and support each combat unit)
A major recommendation is that the defence budget should be 2.5% to 3% of the GDP.
Economy
1) Roll-on defence budget, so that enough capital expenditure can be made available for modernization
instead of the current practice of surrendering unspent capital budget at the end of the financial year.
2) Increase the defence budget to 2.5-3% of the GDP.
3) Abolishing military and dairy farming.
4) Closing of Army Postal establishment in peace locations.
Manpower optimization
• There should be more focus on the tooth-to-tail ratio that includes not only armed forces but also related
organizations like the organizations that function under the MoD such as the DRDO, OFB, DGQA, defense
estates, CGDA, BRO, the defense PSUs and not least of all, the MoD itself.
• Optimization of single corps to include Radio Monitoring Companies.
• Optimization of non-combat support in the army i.e. the supply corps, ordinance, and engineers.
• A performance audit of the role of non-combat organizations was also recommended. Downsizing of
Remount Veterinary Corps which looks after horses and mules.
• Abolition of 9,304 posts in Military Engineering Services out of total of 13,157 vacancies in Basic and
Industrial Stuff.
• Work of the MES could be partly done by the departmentally employed staff and other works could be
outsourced.
• The reforms also include restructuring of repair echelons in the Army to include Base Workshops,
Advance Base Workshops, and Static/Station Workshops in the field Army.
Capacity building
o Enhancement of standards for recruitment of clerical staff and Drivers in the Army.
o Improving the efficiency of the National Cadet Corps.
o Only retired personnel should be sent to the NCC NCC could be run by the re-employed and/or
contracted ex-Service personnel.
o NCC should be transferred from the Defence Ministry to the Human Resource Development Ministry
o The border road infrastructure must be improved so as to make emergency mobilization seamless.
Interoperability between the services
o Appointment of the Chief of Defence Staff (CDS) for transforming single service organizations to
integrated fighting units.
o Devising an integrated War approach by Indian Army, Navy, and Airforce.
o We should create three integrated commands instead of existing 17 separate commands
o The Tri-Service intelligence should be made.
o There Should be a Joint Service War College which will conduct the course of one year for mid-level
officers from all the forces
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What has been the government response to the recommendations?
• Of the 188 recommendations made by the Shekatkar Committee, 99 were sent to the armed forces for
making an implementation plan.
• The Ministry of Defence approved 65 of these recommendations pertaining to the Indian Army, in August
2017.
• The reforms to be implemented include the re-deployment and restructuring of approximately 57,000
posts of officers, JCOs and Other Ranks and civilians, and most of the above-mentioned reforms The
government accepted the long-awaited recommendation of appointing a Chief of Defence staff.
• The Defence Ministry recently approved the abolition of 9,304 posts in the Military Engineering Service.
• Based on the recent issues on the Ladakh border, the government swung into action.
• One of the first post-COVID-19 actions of the government is to accept three critical recommendations
related to border infrastructure.
• The government has accepted to boost border road projects. For this, it has mandated to adopt
Engineering Procurement Contract mode for execution of all works costing more than Rs. 100 crores.
• The Border Road Organization has been delegated enhanced procurement powers from RS. 7.5 crores
to 100cr.
What are the advantages of implementing the Shekatkar Committee recommendations?
• The committee has noted that if the majority of the recommendations are implemented in the next five
years, the government can save up to Rs. 25000 crores from its current expenditure.
• Manpower optimization will lead to effectiveness and efficiency in defense administration and
operations.
• The Roll-on plan will give the defense forces a free hand in planned utilization of the funds allocated to
them.
• The implementation will result in the optimization and modernization of the defense forces in the longterm.
• The Defence force for long has been manpower-intensive when the world powers have moved for more
sophistication and technology-based security reforms. This committee provides a way to the
technological modernization of the defense forces
Way Forward
o Political oversight without politicization must be the approach that the governments should adopt. This
would check the adverse threat of politicization of the armed forces.
o Intra-service victimhood would only deteriorate the institution from within and snowball into a National
Security concern. Therefore, a balanced approach rather than the Ajai Vikram Singh Committee based
differential promotion parameters must be adopted. A feeling of equality amongst the services is
essential for cohesion to thrive.
o Grievance redress mechanisms must be strengthened. Steps like keeping feedback/complaint boxes
without victimizing complainants and access to appellate mechanisms is a must.
o Leave policy must be synchronized on the lines of other organizations with a clear casual/earned leave
split-up and guidelines for filing the same. Moreover, it must be ensured that timely approvals are
mandated for the leaves with written reasons for denial whenever the case be so.
o Policy on social media usage to counter the threat to national security must be rolled out. This, to cater
to concerns that video blogs have compromised sensitive locations like borders, camps. In the era of
twitter governance, it is hard to keep people outside the folds of social media. Better regulation rather
than a blanket ban, therefore, could be a rational course of action.
o Better sensitization within the establishment is required to address genuine concerns related to nutrition,
hygiene, leave, compensation etc.
o Acting against acts like Sahayak System could help regain the confidence of enrolled as well as aspiring
soldiers.
o Boosting troop morale by acting on reports from reform related studies and not keeping them under the
table in the name of secrecy is another must-do in this case.
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The paramilitary forces must be brought at par with the other armed forces. Achieving this transition,
however, may or may not need the transfer of loyalties from Home Ministry to Defence Ministry. A
positive step in this regard was the recently launched app for grievance redress that provides a direct line
of contact with Home Ministry bypassing the officers in command, for complaints by jawans.
Bureaucratic intervention (at the administrative level) may continue but must be overhauled to be on the
lines of bipartisan selection committees like the ones for CVC and CBI chief selections. This could help
settle the friction with the civilian administration.

Moreover, it isn’t the time to shoot the messengers, rather bringing them on board is the viable way ahead. The
people who bring to light inherent issues must be seen as whistle-blowers rather than rebels. Nevertheless, it
would be a wise step to direct such grievances by developing efficient internal grievance redress mechanisms
that also provide for internal whistle-blowing avenues, without bringing bad name to either the complainant or
the institution as a whole.
What is biosecurity?
Biosecurity covers a range of biological threats– ranging from infectious pathogens like the 2001 Anthrax attack
on the USA, along with toxins produced by such agents to pests, weeds and diseases that affect the agricultural
and livestock sectors.
According to WHO, biosecurity is defined as “institutional and personal security measures designed to prevent
the loss, theft, misuse, diversion or intentional release of pathogens and toxins”.
This understanding includes various aspects like:
• Access to facilities that deal with such biological agents The storage of such materials and data related to
them Publication policies with respect to potentially harmful biological agents.
• Technologies that deal with the resurrection of extinct viruses, construction of viruses that are guarded
or viruses that are drug-resistant or have no current vaccine.
According to FAO (Food and Agricultural Organisation), biosecurity is ‘strategic and integrated approach’ that
includes policies and regulations that deal with the risks posed to food safety, animal and plant life and their
health and associated environmental risks.
This understanding includes aspects like:
Introduction of plant pests and diseases Introduction of animal pests and diseases Introduction of zoonoses Use
and release of genetically modified organisms or their products Invasive species and their genotypes.
Is it different from biosafety? Biosecurity is different from biosafety.
According to WHO, biosafety is “the containment principles, technologies and practices that are implemented to
prevent unintentional exposure to pathogens and toxins, or their accidental release”. An illustration of the
difference: Use of PPE to prevent accidental exposure of research workers to pathogens/ toxins is biosafety.
Preventing unauthorized access to facilities working on such pathogen/ toxins is considered as biosecurity.
Why is biosecurity necessary?
• It holds direct relevance to sustainable agriculture, safe food production and protection of the
environment and biodiversity. India is already susceptible to pest and weed attacks.
• In the last 15 years, there have been at least 10 major attacks. In recent times, India is facing invasion by
locusts, fall armyworm and other pests.
• With the much-needed liberalization of the agricultural trade, the risk of introduction of non-native pests
and weeds are on the rise. This poses a serious threat to food security and economy– especially in a
country where a significant portion of the population is still dependent on the agriculture sector.
• Climate change is expected to fuel threats from cross-boundary disease. Eg: Ug-99 wheat stem rust fungi
and the avian influenza disease.
• Biosecurity is an important aspect of on-farm food safety programs to ensure the health of consumers.
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Along with health, biosecurity is of paramount importance to our national security. Extreme biological
events like the ongoing COVID-19 pandemic shows the potential destruction that could ensue in the
absence of biosecurity. The UN had termed it ‘the biggest international crisis since World War II’.
The global concern about bioterrorism has been increasing over the years. India highlighted the threat
posed by bioterrorism- terming it a ‘contagious plague’- at the Shanghai Cooperation Organization‘s first
Military Medicine Conference in September 2019.
With the increasing advancement of technology, the creation of genetic chimaeras in the microbial world
and manufacturing of increasingly hazardous compounds have become easier. There is a need to evolve
the security plans to keep up with the fast-changing technologies.

How is India dealing with this issue?
•
•

•
•

The key ministries tackling biosecurity in India are the ministries of health and family welfare, science and
technology and the environment ministry.
The various aspects of biosecurity in India are managed by ICMR (Indian Council of Medical Research),
CSIR (Council of Scientific and Industrial Research) and DRDO (Defence Research and Development
Organization).
Biosecurity is considered as a health and agriculture matter in India- hence it is largely dealt with by the
states.
The centre issues guidelines which the states modify to suit their local needs. In 2004, the National
Farmers Commission headed by M S Swaminathan had recommended the establishment of a National
Agricultural Biosecurity Program.

In 2013, the Agricultural Biosecurity Bill sought to set up an ‘Agricultural Biosecurity Authority’– a high powered
body to cover 4 sectors: animal health, plant health, marine organisms and agriculturally important microbes.
However, this is still waiting for approval.
India is a signatory to the Biological and Toxins Weapons Convention (BTWC) of 1972– the first multilateral treaty
to ban an entire class of weapons. It has also ratified the treaty. The convention makes use of ‘confidencebuilding measures’ like consultations among the parties, complaints to the UNSC, assistance to victims, etc
What are the challenges?
• The implementation of biosecurity measures in India is not uniform as it’s under the purview of individual
states.
• The fact that India is already susceptible to pest invasions implies that even detecting an act of agroterrorism (bioterrorism directed towards agricultural sector), let alone tracing its origin is difficult.
• The import of potentially invasive pests and biological agents is to be curbed by the customs officials,
who have been criticised for lacking training in the area. Eg: identification of a potentially invasive
species’ seed among the baggage of incoming travellers.
• Quarantine officers have been rendered essentially toothless as Destructive Insects and Pests Act of 1914
and the Livestock Importation Act of 1898 are only subsidiaries to the Customs Act of 1962. This is one of
the aspects the 2013 Biosecurity Bill sought to change.
• The biosecurity bill drafted in India has been pending approval since 2014. Also, it does not take zoonoses
(like Coronaviruses) into account.
• There is also a significant time lag in coming up with a potent treatment/ vaccine, which makes the issue
even more dangerous.
• Biological agents like viruses show a higher level of mutations and there is also the issue of latency
period- which impedes the disease detection and control measures.
• In light of the discussion and accusations about the role of Wuhan Institute of Virology in the COVID-19
crisis, the challenge of differentiating between offensive (or aggressive) and defensive (or peaceful)
purposes of such biological agents have come into focus and posing a challenge.
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Even local mismanagement of a biosecurity threat has the potential to expand and cause an effect on an
international scale. This calls for international level cooperation characterised by transparency, credibility
and timely action.
Lack of verification regime under the BTWC. Any nation with a developed enough pharmaceutical sector
can potentially develop a biological WMD which makes the framing of a verification regime a difficult
task.
Development of such a verification regime is further complicated by the consideration that a non-state
actor may develop a bioweapon.

What is the way forward?
•
•

•
•
•
•
•
•
•
•

•
•

There is a need for an integrated approach to ensure biosecurity in India- in line with the One Health
approach.
The healthcare, economy and the general infrastructure must be made bio-attack- and pandemic-proof.
There is a dire need for mainstreaming of biosecurity– often under-represented as policy and financial
priority.
Biosecurity must be made a central subject– as in the case of countries like Japan and the UK. This will
ensure a more uniform implementation of measures.
There is also a need for close coordination with the national public health system for all-round biosecurity.
Improving self-sufficiency in medical supply chains, technologies, essential goods and services, etc. is
necessary for improving immunity to such attacks.
For differentiating the peaceful and anti-social uses of the biological agents, India needs to reengineer
and revamp the system of verification and certification.
It is critical to make even the normal labs and medical facilities capable of seamlessly transforming into
biosecurity infrastructure for expedited and reliable testing, vaccine development and deployment.
Multi-utility biological agents and their related technologies must be subject to export control and nonproliferation measures.
There is a need to revamp the ethical overview of the R&D works in areas like genetic engineering.
Ensuring biosafety is an important part of ensuring biosecurity. Research facilities that work with
potentially dangerous biological agents need to be categorised according to the safety levels (eg: BSL
categorisation) and the necessary precautions for that level must be taken. This will reduce the possibility
of loss or theft of such hazardous agents from the facilities.
There is a need to incorporate medical intelligence, infectious disease risk assessment and pandemic
predictions into the national defence intelligence.
Like in the case of conventional counter-terrorism, cooperating with friendly biosecurity powers is
essential. It is also imperative to deter the development of bioweapons– by both state and non-state
actors.

Crime in India 2019 Report: NCRB
The National Crime Records Bureau (NCRB) has released the annual Crime in India 2019 report.
•
•
•
•
•
•

It reports an increase in crimes against Scheduled Castes (SCs) and Scheduled Tribes (STs) in the year
2019 as compared to the year 2018.
Uttar Pradesh recorded the highest number of crimes against SCs in 2019, followed by Rajasthan and
Bihar.
Madhya Pradesh recorded the highest number of cases against STs, followed by Rajasthan, and Odisha.
4)Crimes Against Women: Crime against women showed an increase of 7.3% in 2019 from 2018.
5)Cybercrimes: Increased by 63.5% in 2019.
60.4% of cybercrime cases registered were for the motive of fraud followed by sexual exploitation.
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Q)Highlight the salient features of the recently established the Chief of Defence Staff (CDS). How can it help in
India’s defence preparedness?
Chief of Defence Staff (CDS) is a post that will act as the single-point
military advisor to the Government of India on strategic issues. (Kargil Review Committee, 2000)
Salient Features:
•
•
•
•
•
•
•

1)Post of CDS shall be in the rank of a four-star General with salary and perquisites equivalent to a
Service Chief.
Serve as the Principal Military Advisor to the Defence Minister on all tri-Services matters.
Act as the military advisor to the Atomic Command Authority
Will not exercise any military command.
Will be a member of the Defence Acquisition Council
Will be the permanent chairman of the Chiefs of Staff Committee
Will also act as the head of the Department of Military Affairs.

Creation of CDS is expected to enable India’s defence preparedness by:
•
•
•
•

Fostering Jointman ship and multi-disciplinary coordination among the three Services.
Coordinated action in training, logistics and operations as well as for prioritisation of procurements.
Long term defence planning and preparedness
Being vital to the creation of tri-service theatre commands.

Thus CDS represents a forward-looking step for India to keep itself abreast of the international trends in defence
modernisation.

Q)The Maoist movement gets ideological, moral, financial and intellectual backing fromChina. This, in turn,
poses not just internal but has greater ramifications to the sovereignty of India. Analyze
Maoist movement, its ideological, moral, financial and intellectual support structure
•

•

•

•

The Naxals are considered far-left radical communists, supportive of Maoist political sentiment and
ideology. Their origin can be traced to the split in 1967 of the Communist Party of India(CPI). They are the
followers of Marxist-Leninist Theory.
Inspired by the doctrines of Mao Zedong, Naxalites work to overthrow the government and upper classes
by violence. From West Bengal initially, these movements spread to less-developed & ruralareas of
Chhattisgarh, Orissa and Andhra Pradesh.
The Naxalites are active in approximately 40% of India’s geographical area. They control large portions of
remote and densely forested areas and are concentrated in an area called “Red Corridor”. This area is
also the tribal belt where the tension between economic development and aboriginal land rights is most
apparent.
When the Naxal uprising began in 1967, the Indian government looked at it as a law and order problem.
It did not analyze the causes of the movement and the extent of mobilization of people.

Hence, it believed that it could and would put an end to it in a short span of time using force.
•

•

The adivasis make up about 8.4 percent of the population and live in severe poverty. They live in remote
areas where government administration is weak and there is a lack of government services.
These indigenous people have the lowest literacy rates in the country and highest rates of infant
mortality.
Given this socio-economic alienation, it is easy to see how the Naxalite’s ideology is popular among the
rural poor and indigenous tribes, and why the adivasis view the guerrillas as their “saviours”.
To what extent are these factors backed by China?
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The Naxalbari rebellion from where the name Naxalite (for Maoist) originated was a culmination of a
series of initiatives inspired by Mao’s ideology and political thought.
The success of the Chinese Revolution had its reverberations within the Communist Party of
India(Marxist) (CPI) (M).
The linkages synthesized by Maoist groups with militant organisations, North East insurgents and radical
Islamic organisations particularly for availing terror logistics continues to be a key concern for the internal
security of India. At the same time, a plethora of factors and reasons imply the role of China in lugging
iron to Left Wing Extremism (LWE) in India.
The dimensions of the accord between the Chinese Communists and Indian Maoists may not be
restricted to waging a proxy war against the state of India, but also in structuring an axis of red power
stretching from the extreme tip of South Asia to the northern tip of China.

Threats posed by Maoist in internal factors and sovereignty of India
•

•

•

•

The Naxalite armed movement challenges the Indian state for more than 40 years. It is based on Maoist
ideology and gains its strength through mobilizing the poor, underprivileged, discouraged and
marginalized, especially in rural India.
Due to the Naxalite’s control over certain areas and their armed fight against the state security forces,
they are challenging the inherent ideals of the state, namely sovereignty and monopoly on the use of
force. To correspond with its ideal, the state focuses on the re-establishment of law and order by
encountering the Naxalites violently.
However, the movement’s roots are located within India’s numerous social and economic inequalities as
well as in environmental degradation. Without fostering the root causes the state will not be able to
solve the problem.
The success of the Maoist movement is deeply rooted in the weakness of some parts of the Indian state
to fulfill its ideal functions and responsibilities. Although India, in comparison to other former colonized
states, was able to develop a powerful apparatus of the state, state control remains in large parts
precarious in terms of its conception. State administration is especially in those areas sparsely developed
which are most affected by Naxalites violence. This fact is reflected inter alia by small state budgets, low
bureaucratic efficiency as well as prevailing corruption.
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